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Logistics Is the Foundation of Combat Power
—Joint Doctrine Capstone and Keystone Primer (Joint Pub 4.0)

As logistics is the recognized foundation of combat

power, so too the Defense Standardization Program

(DSP) is the bedrock of logistics effectiveness and

interoperability.Allied operations in Afghanistan and

Iraq proved the invaluable contribution that the DSP

makes to allied interoperability.This issue summarizes

ongoing efforts by the DSP to continue to evolve

defense standardization to meet the requirements of

our national security strategy and our warfighters.

The Challenge

The Quadrennial Defense Review (QDR) clearly

documented logistics transformation objectives to

support our emerging national security strategy:

❚ Rapidly project and sustain combat power to

distant theaters with minimal footprint

❚ Implement performance-based logistics to

improve weapon system readiness and compress

supply chains 

❚ Achieve industry standards for logistics cycle

times.

Attainment of those objectives is dependent upon a

coherent standardization program that is focused on

interoperability and future process requirements.To

provide this focus, the Under Secretary of Defense for

Acquisition,Technology and Logistics (AT&L) directed

Director’s Forum
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In the last issue of the Defense Standardization Program Journal, I welcomed the Army
Standardization Executive to this column to introduce the first-ever issue devoted to the 
standardization work of a single military department. Soon I will welcome the Navy Standardization
Executive when he is given the same opportunity. But for this issue, it is my pleasure to turn over my
column to my boss, Mr. Lou Kratz, the Defense Standardization Executive and Assistant Deputy Under
Secretary of Defense for Logistics Plans and Programs. The Defense Standardization Program is not an
end unto itself—it is an integral part of a much larger whole. In his introduction, Mr. Kratz helps to draw
the larger picture and show how standardization is woven throughout.
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the Defense Standardization Executive to develop

a Joint Materiel Standards Roadmap.This road-

map was intended to prioritize defense standardi-

zation activities on near-term operational require-

ments for joint and allied interoperability and

enabling future logistics processes.The DSP

aggressively developed and implemented the

roadmap in FY03 and, later this year, will launch

the Program Manager’s Tool (PMT), a web-

accessible guide to applying key roadmap require-

ments.A few highlights that directly support the

QDR direction are summarized below.

Reducing Footprint

The most significant drivers of the deployed

logistics footprint are maintenance and supply

operations in support of weapon systems and the

footprint associated with munitions safety han-

dling and storage.To address the logistics foot-

print, defense standards efforts in FY03 included

the following:

❚ Adoption of commercial item designators

for true commercial items, thus simplifying

the ordering process

❚ Endorsement of AECMA Standard 1000D

for technical manuals, thus increasing

interoperability with our European allies

and finally issuing a consistent DoD stan-

dard for interactive electronic technical

manuals

❚ Development and implementation of

NATO standards for the design of safe and

suitable munitions and explosives (includ-

ing “insensitive munitions”) to reduce the

allied footprint, streamline materiel han-

dling, and ultimately reduce the hazard

classification

❚ Renewed emphasis on parts standardiza-

tion through revised supportability policy

to reduce duplicate parts and streamline

materiel delivery processes.

These efforts were in addition to maintenance

of the international and NATO standards that

enabled allied interoperability in Iraq and

Afghanistan.

Implementing Performance-Based Logistics

DoD’s migration to performance-based logistics

as our preferred weapon system sustainment strat-

egy often involves increased reliance on industry

for critical technical support areas, such as sustain-

ing engineering, obsolescence management, con-

figuration management, and data management.

This increased reliance on industry necessitates

the development of consistent industry standards

for configuration management and data manage-

ment. Previously, a strong industry-government

team developed and promulgated GEIA-649, an

industry standard for configuration management.

Building upon that success, the Government

Electronics Industry Association, the military

departments, and the Office of the Secretary of

Defense supported the development of GEIA-

859, industry standard for life-cycle data manage-

ment, and the EIA-836 data dictionary.The data

dictionary is in the final vetting process now, with

a projected completion in FY04.This effort will

ensure rigorous configuration and data manage-
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ment practices across DoD and our industrial

partners, resulting in accurate and timely product

information by unique end item.

Achieving Industry Standards

One of the biggest differences between commer-

cial and DoD supply chains is that leading com-

mercial firms can see, manage, and control all the

materiel in their pipelines.After years of assessing,

considering, and pilot testing various supply chain

visibility technologies, DoD moved out rapidly in

FY03 in two distinct but complementary areas.

First, at the direction of the Acting Under

Secretary of Defense (AT&L), Mr. Michael

Wynne, DoD implemented universal identifica-

tion of materiel built upon ISO standard 15434.

Today, all inbound materiel must be marked with

a unique item identification (UID), and we are

assessing application of UID markings to legacy

materiel.This technology provides DoD with

unique identification of spare parts (particularly

high-dollar spare parts), which directly assists

maintenance planning, supply planning, asset

tracking, and obsolescence management.

Second, considering the results of operations in

Central Command, Mr.Wynne also directed that

DoD accelerate application of active and passive

radio frequency identification (RFID), again built

to commercial and international standards. In

FY03, DoD developed initial policy guidance on

active and passive RFID application.An interest-

ing note is that DoD is leading the commercial

sector in passive RFID implementation. In fact,

we are working closely with Wal-Mart to ensure

that we implement consistent, international stan-

dards.

The Way Ahead

FY03 was a banner year for DoD standardization

efforts, and I congratulate you all on your commit-

ment and progress.Your efforts are paying off on

the battlefield today and will continue to pay off as

we move to the future, due to your foresight and

dedication.The remainder of this edition of the

DSP Journal provides some additional examples of

recent standardization successes and contributions.

I invite you to review those articles to gain a bet-

ter sense of your contribution to our national

security.
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Performance-Based Logistics
The New Standard for Acquisition

By Anthony Trovato
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n a few short years, performance-based logistics (PBL)—the de facto DoD standard

for acquisition and support services—has evolved substantially.When it first emerged,

PBL initially was seen to focus on contractor logistics support. Most of industry per-

ceived PBL as being an effort to shorten the logistics tail by releasing the military from

its rigid support infrastructure and, instead, having the contractor achieve the same 

results through a more flexible, commercial-like support structure. Now, industry and

DoD alike view PBL as being a comprehensive design-based activity—one that addresses

the interrelationships of design and support requirements, as illustrated in Figure 1.

I

FIGURE 1. True Performance-Based Logistics Is Founded in the Engineering Design Activities Based on the Final Users’
Requirements and Environment
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shooting and diagnostic display guides the user

sequentially through the opening of panels, removal

of the paper, and return to operations. If the user

cannot correct the problem, the display has the user

place a service call for a factory-trained technician.

Often, the technician can solve the problem over the

telephone.As a result, on-site repair visits are rare,

significantly decreasing copier downtime (increasing

copier availability) and reducing maintenance costs.

Similar onboard diagnostic and prognostic prompts

and processes will be necessary for the emerging

highly sophisticated equipment systems as availability

and performance requirements increase in future

acquisitions.

Gains in performance can be achieved only if they

are the result of a formal standardized process of

analysis and design improvements. Industry provides

best practices for planning the analysis process, con-

ducting the analysis, and documenting the results.

Acquisition agency concurrence at each step is

required for success. Proven standard analysis tech-

niques, formulas, and interrelationships are required

if the results are to be predictable and repeatable.

Industry standards and best practices are based on

solid academic foundations in engineering and

mathematics.

The other side of the acquisition coin concerns the

ability of the contractor and the government to

record and exchange data. Some standards have been

developed, but they are open to interpretation.

Moreover, contractors and government agencies

have considerable flexibility in the selection of tools.

Further definition and process standardization are

necessary to ensure full compatibility between the

information-generation activities and the informa-

tion users. Standards are needed not only for the

development phase but throughout the life cycle of

the system, with full emphasis on the “as main-

tained” system configuration and the complete

maintenance history of the systems and repair parts.

Impact on New System Acquisition

The impact of PBL is just now being felt in the

acquisition of new systems (both equipment and

software) in which meeting user requirements for

supportability is considered as important as meeting

the performance requirements.To put it another

way, the need for improvements in reliability and

maintainability is challenging the dynamics of the

design process.A prime example of this is the Future

Combat Vehicle; the requirements for reliability are

challenging industry to reach new goals, and the

requirements for minimum maintenance and

onboard support are fully integrated into the vehicle

design.

The early emphasis on an engineering design that

improves reliability and maintainability provides the

basis for future reductions in support and operations

costs through changes in spares distribution and

reductions in personnel training costs.The increased

emphasis on performance, coupled with the elimina-

tion of most of the prescriptive standards and speci-

fications once cited in statements of work, has

shifted the focus to the use of commercial standards

and industry-identified best commercial practices.

This shift has been unsettling in some communities

and has caused a strain on some smaller businesses

that now must implement, on their own, what for-

merly had been mandated. Some parallel initia-

tives—such as the move toward the use of

commercial off-the-shelf (COTS) products—have

accelerated the acceptance of those best practices.

Not clear yet is the impact on mission availability

when an item of equipment fails so rarely that the

skills necessary to repair that item have been forgot-

ten or diminished through lack of use. Parallel

improvements in equipment design will be necessary

to provide onboard diagnostics and repair instruc-

tions to overcome these challenges. For a common

office example, one can look at the office copier.

When a paper jam occurs, the machine’s trouble-
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Such standards need to be fully embraced through-

out industry and all branches of DoD.

From a supportability standpoint, the “logistics” in

PBL can be thought of as the optimal mix of

organic government resources and the resources of

the contractor or original equipment manufacturer

(OEM) and other third-party vendors, all organized

to provide cost-effective support for the deployed

system.

Barriers and Enablers

Federal laws and other congressional mandates have

been seen by some as barriers to the implementation

of a PBL process.The lack of multiyear funding and

contracts for continued involvement in support

activities is seen as a barrier to achieving a fully

optimized mix of services from all parties necessary

to implement PBL objectives. Likewise, requirements

for a 50/50 workload split between industry and

government depots present a challenge to suppliers

when little work is actually performed at the depot

level. It is particularly daunting for COTS products,

because most OEMs do not provide information or

training on depot-level repairs for such products;

instead, they retain all repair tasks at their own facili-

ties.This situation is further complicated by the use

of third-party vendors, OEM licensed or not, to

make repairs. But to be truly successful in imple-

menting a long-range and cost-effective PBL solu-

tion, these existing “standard ways of doing business”

will have to be changed to provide the basis for 

success.

All is not bleak in the PBL implementation arena.

In some areas, OEMs and the government are

embracing the PBL concept and finding ways to

implement program goals.

Support Base for Existing Systems

Integrating PBL tenets and processes into the man-

agement of already fielded systems, and achieving

FIGURE 2. Optimizing the Mix of Government, OEM, and Third-Party Vendors
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the security of the nation. During system develop-

ment, these seemingly divergent objectives are, in

fact, complementary.The desired objectives in design

are achievable by a contractor within the constraints

of the funding available. It is during post-deploy-

ment support that the conflicts in objectives can

result. Failure on the part of the contractor may

result in management changes or, in the worst case,

in the failure of the firm, as expressed in bankruptcy.

However, failure to achieve full PBL support can

have disastrous impacts on the readiness of our mili-

tary forces, the safety of the war fighter, and the sur-

vival of the nation itself.These objectives combine

to provide a significant management challenge for

the government in structuring a PBL architecture

that meets the war fighter’s needs, maintains readi-

ness posture for the forces, provides a cost-effective

solution, and does not impose an undue burden on

the contractor.

Summary

The full promise of a carefully structured PBL initia-

tive can be achieved only through a thorough

understanding of the integrated roles of all parties—

government, manufacturers, and vendors—who are

integrated into a final solution set.This final solution

set must be fully supported by both industry and

government performance standards that provide

mutual understanding and integrated goals necessary

to achieving the full benefits of PBL in the deployed

forces.

the corresponding reduction in the logistics foot-

print to improve the “tooth-to-tail ratio” is, in many

ways, a more daunting challenge than applying PBL

concepts to new systems. Little agreement is seen, on

the surface, in the application of PBL within or

between the individual military services. Just look to

their websites and note the differences. However, if

the vision of PBL is expressed—as portrayed in

Figure 2—as the optimal mix of organic, contractor,

and vendor personnel and services necessary to pro-

vide cost-effective support, the levels of differences

are no longer seen as a lack of agreement. Rather,

they are fair expressions of the need for the right

combination under different circumstances.

Remember, the existing systems were procured

under a different set of rules and standards. In many

cases those systems were not designed using an inte-

grated approach—an approach that is necessary for

the fully optimized integration of support resources.

Acquisition of these systems was tailored to meet

what was believed to be best achievable design goals

in a specification.Although based on a set of gov-

ernment-mandated “standards,” there was little real

standardization across industry. Manufacturers used

their own processes, with oversight by the govern-

ment.There was minimal industry-wide sharing or

consensus on the tools or approach in the final sup-

port solution set. Many times the approach was to

“build it and throw it over the fence for the users to

support.”

Contractor vs. Government Focus

One thing that must be addressed in the evolution

of the PBL initiative is that the objectives of the

contractor and those of the government are not fully

harmonized. Contractors have, as a basic objective,

the operation of a business for profit.They are

responsible to their shareholders for the bottom line.

On the other hand, the government’s primary

objective is the maintenance of force readiness in

support of both the national military strategy and

About the Author

Anthony Trovato, CPL (Certified Professional Logistician), is
the Immediate Past President of SOLE—The International
Society of Logistics—having served three terms in that
office. Currently a senior integrated logistics support 
manager at Raytheon Technical Services Company, he is
responsible for design for supportability and support 
system development and operations on a diverse set of
programs throughout the world.�
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Transforming Parts
Management

By Ron Froman
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t the spring 2003 Parts Standardization

and Management Committee (PSMC) 

meeting in St. Louis, MO, the mood

was initially somber, primarily because of

concerns about the relevance of parts man-

agement (PM) processes to modern DoD

programs.The future of some PM organiza-

tions within the Defense Logistics Agency

was in question. Certain PM processes and

tools that had been developed in the 1980s

and early 1990s were becoming increasingly

ineffective for use on new programs.As one

example, a representative from the Defense

Supply Center, Columbus, OH, noted that

the content of the government-furnished

baseline for electronic part selection was not

being kept current and that it was no longer

being used by the overwhelming majority

of contractors.

The Challenge

In his presentation to the general session, the director of the Defense Standardization Program Office

(DSPO) stated that we could no longer afford to continue to adapt past practices to future program

needs and that the government and industry trend is moving away from buying and managing parts to

buying systems and capabilities. He issued a challenge: he asked the PSMC to consider how PM

processes could be reengineered to meet the needs of the future.

Initially, the attendees found this request difficult to assimilate. However, as we sat through the re-

mainder of the PSMC general session presentations, it became apparent that most of the presenters and

attendees, whether government or industry, were already involved in new and innovative parts man-

agement and standardization activities and programs. In most cases, the activities and programs were

not formally mandated (at least not to the extent implemented). However, they were in place or were

being developed; they were producing meaningful part selection and standardization results, as well as

cost savings for programs and stakeholders.

Performance-based logistics
contracts emphasize systems
supportability and sustainment.

The F/A-18 Hornet

is an example of

the successful use

of performance-

based contracts.

© The Boeing Company

A
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As the meeting progressed, it became increasingly evident that effective parts management could and

should be an important contributor to the support of the Future Logistics Enterprise initiative,

launched by the Deputy Under Secretary of Defense for Logistics and Materiel Readiness in response

to the 2001 Quadrennial Defense Review. One of six elements integral to the Future Logistics Enter-

prise initiative—Total Life Cycle System Management—places increased emphasis on performance-

based weapon system sustainment. Thus, new PM processes are needed that will span part selection

through sustainment.

Parts Management Transformation Subcommittee

In response to the DSPO director’s challenge, the PSMC established a Parts Management Transforma-

tion (PMT) subcommittee; it also developed a mission statement and four major objective focus areas

for the PMT subcommittee. The mission statement is to “develop a Parts Management process that

will support weapon system readiness and reduce the overall logistics footprint through Total Life

Cycle Systems Management.”The four focus areas to be addressed by the PMT subcommittee are as

follows:

❚ Understand environmental factors

❚ Develop objectives

❚ Identify enabling processes, technology, and infrastructure to support implementation

❚ Identify performance measurement metrics.

Understanding Environmental Factors

The PMT subcommittee addressed the first focus area, identifying the environmental factors influenc-

ing PM needs, at the October 2003 PSMC meeting.

One of the most prominent factors influencing programs today is the use of performance-based lo-

gistics (PBL) contracts. Among the many examples of PBL contracts are the Joint Strike Fighter, the

Logistics footprint

and mission relia-

bility are two key

parameters of PBL

contracts.

© The Boeing Company
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F/A-18 Hornet, and Future Combat Sys-

tems. The PBL contracts emphasize systems

supportability and sustainment by establish-

ing supportability-related key performance

parameters such as logistics footprint and

mission reliability. New PM processes must

take an expanded view that balances engi-

neering selection processes and technical

needs with logistics sustainment concerns.

New PM processes must also address the in-

creased need for interoperability and net-

work-centric products in a global envi-

ronment.

The spiral development processes being ap-

plied on new programs also present chal-

lenges to effective parts management. In

particular, the design content and capabilities

of a system may evolve over time; as a result,

the first products developed on a program

may contain significantly different part con-

tent than those developed later.

The United States no longer has the luxury

of planning for a cold war “static” battlefield

environment.With today’s worldwide threats

of terrorism and rogue elements, increasingly

rapid and lean force deployments will be re-

quired, underscoring the need for a reduced

logistics footprint on our weapon systems

and our in-theater capabilities. The logistics

footprint can be reduced not just by having

fewer, more standardized parts, but also by re-

ducing the underlying support infrastructure

and transport needs.

Another factor influencing the efficacy of

PM programs is that increasingly, both gov-

ernment and industry are being asked to ac-

complish more, with fewer resources—both

personnel and funds. Thus, the old MIL-

STD-965 parts control program model of

having multiple groups of commodity-

specific specialists reviewing individual part

selections can no longer effectively be main-

tained.We must develop more innovative and

automated means of selecting, standardizing,

and sustaining component parts.Tremendous

advances have been made in information

technology software products that can enable

efficient, transformed PM processes. When

MIL-STD-965 was cancelled, Internet tech-

nology was still in its infancy, and software

tools such as product data managers and col-

laborative environment workflow managers

did not exist.These products and many oth-

ers have yet to be applied to their full poten-

tial in parts management and standardization

practices.

In 2004, a new DoD policy will be imple-

mented that can have a profound influence

on the management of parts and part-specific

data.This is the unique identification (UID)

policy, as enacted by revision L of MIL-STD-

The logistics footprint
can be reduced not

just by having fewer,
more standardized

parts, but also 
by reducing the

underlying support
infrastructure and
transport needs.
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130, Identification Marking of U.S. Military

Property. The UID policy mandates the

unique identification of certain parts and as-

semblies. The unique identification must

physically reside on the part if possible, in the

form of a two-dimensional data matrix, as

described in ISO/IEC 16022, Information

Technology—International Symbology Specifica-

tion—Data Matrix. The data matrix must

contain a globally unique and unambiguous

identification, consisting of an issuing agency

code, a serial number, and, depending on

whether MIL-STD-130 UID construct one

or two is selected, an original part number.

The same data matrix technology used to

mark parts with UIDs can also be used to en-

code, on the parts, a variety of other infor-

mation such as maintenance actions.

Although the current UID policy limits the

items that must be marked to those meeting

certain conditions, parts managers and imple-

menters may want to evaluate the benefits of

using UIDs to mark additional parts beyond

those strictly required by the policy.

Quickly evolving technology, particularly in

electronic part commodities, has pushed parts

obsolescence susceptibility into prominence

as one of the most important elements to be

considered in the selection and use of solid-

state parts. For mechanical parts, an ever-in-

creasing emphasis is being placed on selecting

parts for installation and maintenance effi-

ciency. Assemblers on the line and maintain-

ers in the field no longer should be saddled

with parts that present them with frustrating

challenges.

The increased availability of commercial

off-the-shelf (COTS) items means that PM

processes can serve as upfront “gatekeepers”

to end-product cost reductions and long-

term sustainment results by ensuring the

proper match of COTS components to ap-

plication requirements. Conversely, without

the appropriate PM processes in place, misap-

plied COTS components and technologies

can easily result in serious deficiencies in

product performance and result in near-term

sustainment problems.

Developing Objectives

The PMT subcommittee discussed the sec-

ond focus area—develop objectives—at the

PSMC general session, held April 20–22,

2004, in Orlando, FL. Topics included the

following:

❚ Benchmarking world-class PM processes

❚ Developing/reviewing tools to facili-

tate PM processes

❚ Relating supply chain management

“friendly” parts to PM processes
Data Matrix

Per ISO/IEC 16022



DSP JOURNAL April/June 200414

effective….We look forward to working with

you to develop a plan for conducting the

reengineering effort.”

Anyone interested in attending the next

PSMC meeting or learning more about the

PSMC and the general meeting sessions

should visit the PSMC website at http://www.

dscc.dla.mil/psmc/.

❚ Developing language for PM process

definition

❚ Recommending the PM to-be state to

DSPO

❚ Developing guidance for new PM

processes.

Conclusion

As the PMT subcommittee has matured, we

have grown increasingly confident that we

are “on the right track.” This was under-

scored by an October 23, 2003, DSPO

memo that stated,“The PMP (Parts Manage-

ment Program) is essential to restraining the

growth of the logistics footprint, a major aim

of the Future Logistics Enterprise….More

importantly, the absence of centralized parts

management would degrade the logistics

support of the Department’s ultimate cus-

tomer, the warfighter.” The memo further

concluded, “We propose conducting a thor-

ough review of the current PMP with the

intention of reengineering it to make it more

About the Author

Ron Froman is the chair of PSMC’s Parts
Management Transformation subcommittee. He
has more than 20 years of experience in compo-
nent engineering and is the lead standards engi-
neer at Boeing Integrated Defense Systems,
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Reduce Program Costs Through
Parts Management

By Parts Standardization and Management Committee
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The goal of parts management is to improve operational readiness and reduce
life-cycle costs by promoting the use of common, widely available, reliable
parts and processes.This business case, written by parts management profes-
sionals, can help managers determine the value of having a comprehensive
parts management program. The approach presented here is a conservative
method for estimating the cost savings over a program’s life cycle when a
viable parts management program is used. Cost factors may vary depending
on the organizational and operational structure of a given program or com-
pany.This method for estimating costs uses very conservative values for the
factors it includes and does not include values for many nonrecurring and
intangible cost factors.Therefore, although the method is a useful framework
for estimating the value of a comprehensive parts management program, it is
not a finite method for calculating actual program savings.

Introduction

Parts management helps program managers

achieve their objectives for improving logistics

support, enhancing reliability, and managing ob-

solescence. Parts management saves money, en-

hances logistics readiness and interoperability,

increases supportability, and reduces acquisition

lead-time.

The average total cost for adding a new part

into the inventory is about $20,000 (see Figure

1).The $20,000 cost accumulates in six different

program areas: engineering and design, testing,

manufacturing, purchasing, inventory, and logis-

tics support. An effective parts management

program will avoid this cost every time it pre-

cludes introducing an unnecessary new part

into the system. For example, by not introduc-

ing a single new part as trivial as a nut or bolt,

parts management can save approximately

$20,000 during a weapon system’s life cycle. A

program with 10,000 parts can easily save 

$5 million, a not insignificant amount, through

parts management. Cost avoidance represents

money not spent, materials not handled, facili-

ties not required, labor not expended, and time

not used.

Government and industry program managers

and contractors must manage their scarce re-

sources carefully to procure the advanced tech-

nology systems and equipment needed to retain

and improve capabilities. They are properly re-

luctant to invest in marginal programs that add

little value or little return on investment.

Today, a parts management program, tailored

to your program’s needs, supports your pro-

gram’s best interest: performance, schedule,

budget, and reduced program life-cycle costs.

This article illustrates the potential recurring

cost avoidance that you can achieve by manag-

ing parts and standardizing in six specific areas.

The overall benefits of a parts management pro-

gram to these areas, such as design, engineering

development, acquisition, and logistics support
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FIGURE 1. Costs for Adding a New Part into the Inventory
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functions, are tangible and substantial throughout

a program’s life cycle.

In today’s acquisition environment, character-

ized by rapidly changing component designs, part

obsolescence, and a preference for commercial

items, the need for suppliers to manage their parts

standardization efforts is greater than ever before.

Parts management is critical for reducing total

ownership costs and achieving the performance

required of systems and equipment. In this article,

we help define and validate the need for parts

management.

Parts management, integrated into the engi-

neering process, also helps effectively mitigate

and manage part obsolescence problems. Avoid-

ing the extremely high cost of resolving part ob-

solescence problems is another reason why parts

management helps control life-cycle costs. (For

example, costs range from $1,800 for parts recla-

mation to a high of $400,000 for a major re-

design effort.)

Parts Management Explained

WHAT IS PARTS MANAGEMENT?

Parts management is an integrated effort to

streamline the selection of preferred or com-

monly used parts during the design of systems

and equipment. Parts management is a process for

determining the optimum part while considering

all the factors that may affect program outcomes.

The factors considered include application, stan-

dardization, cost, availability, technology (new and

aging), logistics support, diminishing sources, and

legacy issues.

KEY OBJECTIVES

Parts management has three key objectives:

❚ Improving logistics support. Reducing the

number of unique parts used in a system

enhances its suitability and simplifies logis-

tics support. Introducing fewer parts into

the logistics system translates into savings

in procuring, testing, warehousing, and

transporting parts. Parts management also

helps the program identify and acquire

reliable and documented parts at an eco-

nomical price. By reducing the number of

new or unique parts in a design, parts can

be standardized.And, by reducing the pro-

liferation of parts, operational effectiveness

is improved, resources conserved, and costs

avoided.

❚ Enhancing reliability. Using proven parts

with a history of quality makes the end

item inherently reliable. Promoting the use

of standard or commonly used parts

ensures that the program uses reliable and

documented parts purchased at an eco-

nomical price. Using standard parts mini-

mizes the number and variety of new parts

and part types introduced into an end

item, reducing design risks.A part’s techni-

cal characteristics, testing, maintainability,

safety, and source of supply should all be

factored in when selecting a part.

❚ Managing obsolescence. An increasing

concern in parts management is the effect

of diminishing manufacturing sources and

component obsolescence, especially in

electronics. Some product life cycles are so

short that obsolescence problems arise

during production and sometimes as early

as system development and demonstration.

A parts management integrated process

team uses data about component obsoles-

cence from the system development phase

through the logistics support phase to con-

trol the costs of part obsolescence.

Managing obsolescence should be a factor
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in developing the design at the earliest

possible stage.

BENEFITS OF PARTS MANAGEMENT

The key benefits of parts management are as fol-

lows:

❚ Cost savings. Parts management helps save

design and life-cycle costs of equipment

by promoting the application of common-

ly used or preferred parts. Standardization

of parts, replacing numerous similar parts

with one common part, results in larger

part-type buys because the common parts

are used in multiple applications. Larger

part-type buys enable both the contractor

and the customer to benefit from the

economies of scale. Part standardization

also reduces the contractor’s cost of main-

taining technical data and storing, track-

ing, and distributing multiple parts.

❚ Enhanced logistics readiness and interoper-

ability. When items or systems share com-

mon components, repair time is shorter

because parts are more likely to be on

hand and technicians spend less time solv-

ing individual problems. Furthermore,

using common components simplifies

logistics support and enhances substi-

tutability because fewer parts are stocked.

This translates to savings in procuring,

testing, warehousing, and transporting

parts.

❚ Increased supportability and safety of sys-

tems and equipment. Preferred parts

reduce risk and improve the chances that

equipment will perform reliably. Preferred

parts have a history of proven reliability,

withstanding rigorous testing and per-

forming at stated levels.Their use decreas-

es the number of part failures, reducing the

number of maintenance actions and

potentially precluding failures that could

cause mission failure or loss of life.

❚ Reduced acquisition lead-time. When pre-

ferred parts are used, the government and

industry avoid the expenses and delays of

designing and developing parts and the

issues of acquiring a new item with no

available history or documentation. Using

preferred parts reduces the time between

the purchase request and the receipt of the

part.

ELEMENTS OF AN EFFECTIVE PARTS 
MANAGEMENT PROGRAM

SD-19, Life Cycle Costs Savings through Parts Man-

agement, is a useful guide for implementing an ef-

fective in-house parts management program.The

document defines the essential elements of a parts

management process, including

❚ establishing an in-house parts manage-

ment board,

❚ developing a preferred parts list or corpo-

rate parts baseline,

❚ establishing a process for selecting and

authorizing parts,

❚ establishing a process for qualifying parts,

❚ managing obsolete parts and diminishing

manufacturing sources,

❚ establishing a process for managing alter-

nate or replacement parts,

❚ using integrated process teams to manage

parts,

❚ measuring standardization effectiveness

(metrics), and

❚ establishing a documented plan for a parts

management program.

Six myths surround parts management. Figure 2

lists the myths that we expose.
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❚ Myth: Acquisition reform and the imple-

mentation of contractor logistics support

has removed the need for parts management

and the promotion of standard parts.

In today’s lean and changing environment, the

need for standardizing is more important than

ever. Contractors should manage parts to remain

competitive, improve logistics readiness, and re-

duce total ownership cost. Using standard parts

increases interchangeability among systems and

enhances interoperability among military sys-

tems, military services, and coalition forces.

❚ Myth: “Standard” part is synonymous

with “military” part.

A standard part is a “preferred” part, designated

because of its usage history, established reliability,

and availability. It may be a company standard, in-

dustry standard, or military standard part.

❚ Myth: A parts management program

restricts design flexibility and inhibits the

introduction of new parts and technology

insertion.

An effective parts management program im-

proves a company’s design and manufacturing

processes. An effective program team integrates

system, design, and parts management personnel

who jointly participate in selecting parts. Parts

management helps with reviewing new parts for

application across a company’s entire business

base. Introducing new parts and inserting tech-

nology become a systematic process.

❚ Myth: Parts management is a bottleneck.

Today’s parts management process facilitates and

supports real-time part selections, providing for

cost-effective design decisions.

❚ Myth: Parts management is burdensome.

Identifying the right parts during design is

much faster than correcting bad decisions after

designs are already set. Automated systems allow

real-time or near-real-time analysis and provide

decision-support tools.

❚ Myth: Parts management is a cost driver.

Parts management saves design, engineering,

and procurement dollars and reduces logistics

support and part obsolescence costs over a

weapon system’s life cycle.

Cost-Benefit Analysis

When designing a system, each nonstandard part

added can cost an average of $20,000 over the life

of the program. Engineering and design of the

new part is nearly one-half of the total cost, but

even adding an existing but nonstandard part to a

system still affects costs significantly.This section

examines each of the six cost drivers and demon-

strates how parts management mitigates the

FIGURE 2. Myths in Parts Management
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added cost of designing in new parts without sac-

rificing design flexibility. The six specific drivers

for which parts management provides cost bene-

fits are

❚ engineering and design,

❚ testing,

❚ manufacturing,

❚ purchasing,

❚ inventory, and

❚ logistics support.

Figure 3 shows how the total cost for introduc-

ing a new part into the design is distributed

across the six areas.

ENGINEERING AND DESIGN

The majority of the cost of introducing a new

part into the inventory is in engineering and de-

sign, which is done early in the process. This

means that costs can be saved very early when an

effective parts management process is in place.

Using a parts management process for selecting

parts in engineering and design will help

❚ avoid duplication of work between

designers, engineers, and support person-

nel;

❚ avoid creating, releasing, and maintaining

unnecessary drawings;

❚ reduce program risk resulting from the use

of unknown or untested parts;

❚ reduce the time required searching for

parts;

❚ enhance part interchangeability; and

❚ avoid schedule slips caused by unobtain-

able parts.

Table 1 shows the costs for engineering and de-

signing a new part.

FIGURE 3. Distribution of New Part Introduction Costs
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Intangible costs may be associated with the fol-

lowing factors:

❚ Use of a part without performance history

❚ Technical support (to suppliers, manufactur-

ers, purchasers, etc.)

❚ Risk to end-item delivery schedule

❚ Lack of lessons learned

❚ Lack of technology pool (part experts)

❚ Procurement lead-time

❚ Scheduling of parts for end-item manufac-

turing.

TESTING

One of the most important drivers of new part

selection is qualification and testing. Depending

on the complexity and use of the part, different

strategic elements need to be considered, such as

environmental conditions, operating conditions,

and performance. Before introducing a new part

into the design, the part may need to be qualified

and bench tested, and its use validated. Qualifica-

tion includes determining the optimum test re-

quirements, developing procedures, and

documenting the results.Through the application

of parts management, the costs of activities of de-

termining that a part is acceptable for an intended

use can be avoided.Those activities include

❚ creation of test procedures,

❚ test documentation,

❚ qualification testing,

Average search time for a parta 4 $400

Duplication of effort 2 200

Creation, review, and release 60b 6,000
of documentation (includes
part analysis and approval)

Failure rate analysis 12c 1,200

Maintenance of standard 15 1,500

Total $9,300

aNAS 1524, Standardization Savings, Identification and Calculation, September 1971:
■ NAS 1524-4, Standardization Savings from Reduced Engineering Search Time.
Savings = [annual number searches for data ✕ engineering rate] ✕
[time to finish search ✕ success rate].

■ NAS 1524-6, Standardization Savings from Using a Stocked Standard Part in Lieu of a New Design.
Savings = cost of releasing and stocking a new part drawing, including all paperwork 
+ cost of quality testing + [hours to engineer new part ✕ engineering rate] + [hours to design 
and draft new part ✕ engineering rate].

■ NAS 1524-2, Standardization Savings in Paperwork and Handling.
Savings = [cost to process purchase order + reduction in shipments] ✕ cost of paperwork 
and inspection.

bHours for mechanical parts = 50; hours for electrical/electronic parts = 70; average = 60 
(45 hours for creation and 15 hours for review and release; engineering change order 
signatures: 15–20 persons).
cHours for mechanical parts = 8; hours for electrical/electronic parts = 16; average = 12.

TABLE 1. Costs for Engineering and Designing a New Part
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❚ component bench testing, and

❚ quality conformance testing.

For every new part added to an inventory, part

testing is in most cases essential in determining if

the part will meet the specified requirements for

the intended application. The creation of test

procedures, documentation, quality conformance

testing, and component bench testing can be re-

quired with the introduction of a new part.The

cost of testing will vary depending on the part

type (mechanical or electrical) and its application.

Table 2 illustrates the average part-qualification-

related costs.

MANUFACTURING

During manufacturing, parts management helps

avoid the negative effects of introducing new

parts in the manufacturing process.These effects

include the

❚ cost of purchasing and setting up new or spe-

cial tooling,

❚ additional risk of line stoppage and confor-

mance problems from using an unproven

part, and

❚ cost of additional storage at the manufactur-

ing site.

Considering only the cost of additional storage

at the manufacturing site, parts management saves

$1,750 every time it helps engineering choose an

existing or commonly used part instead of adding

a new part to the manufacturing inventory.Table

3 shows the calculation.

The manufacturing-related costs are exception-

ally conservative because they include only the

costs of item storage space. Including tooling and

documentation costs related to introducing a new

part into inventory would add significantly to the

total cost. For instance, a one-time tooling cost of

about $10,000 results whenever a new mechani-

cal part (e.g., rivet, screw, or bolt) requires a new

installation tool. In addition, new documentation

created to support the manufacturing or installa-

tion of a new part costs approximately $3,000 per

document.

A number of intangible costs could result from

using a new or unproven part, including the costs

of

❚ part-related schedule slippage,

❚ resources to identify and locate substitute

parts,

❚ part-related line stoppages,

Audit for those parts on a qualified manufacturers $2,000
list or qualified products list (QPL)a

Establish QPL (qualifying part by performing 5,000
qualification testing)

Reference Total 7,000

Totalb $700
a Defense Logistics Agency (Defense Electronics Supply Center), Cost-Benefit Reporting 
Technique for Military Parts Control Advisory Groups, CRPCP-88-01, 15 April 1988.

bNot every part added to inventory is subjected to a full qualification test or added to a QPL.
Each part is, however, evaluated for the application before it is used.This evaluation can 
include analysis by similarity, a simple bench test, metrology analysis, etc. On this basis, a 
conservative 10 percent, or $700, is used.

TABLE 2. Average Part-Qualification-Related Costs
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❚ supporting data requirements (e.g., new man-

ufacturing bill of material),

❚ part-related engineering support,

❚ technical interface with new suppliers, and

❚ part shelf life or storage condition require-

ments.

PURCHASING

Avoiding the need to purchase a new part avoids

procurement-related costs.Adding a new part has

a widespread effect on procurement. Costs are in-

curred for each of the following:

❚ Market research, audits, and approval of sup-

pliers

❚ Part number setup

❚ Preparation of procurement documents (e.g.,

request for quotations or purchase order)

❚ Analysis of drawing and specification require-

ments.

Table 4 illustrates the cost elements used to com-

pute the recurring costs related to purchasing.

A number of other procurement-related costs

could result from buying a new or unproven part.

Part availability may create procurement prob-

lems. Inadequate availability may limit the ability

to purchase needed quantities, reduce competi-

tion, and drive up prices. Insufficient competition

typically drives up prices. In addition, a new item

generally is purchased in small quantities and pro-

Annual cost of space for one manufacturing $50 $250
inventory storage bin

Annual part bin maintenance cost for a part 100 500
in manufacturing inventory

Stock bin one-time setup cost for a part 1,000 1,000
in manufacturing inventory

Total $1,750b

a Assumes a part remains in the manufacturing inventory for 5 years.
bNew parts incur storage-space-related costs wherever placed into inventory, such as when spare parts
are used at intermediate and field logistics support locations.Although a manufacturing operation
might require only one additional part bin, a spare part item might require numerous bin locations in
the field. For simplicity and to err on the conservative side, we used only the $1,750 cost figure to
calculate the cost of adding a new part into the inventory (Figure 1).

TABLE 3. Manufacturing-Related Costs

Part number setup 2 $200

Additional purchase-related paperwork 4 400

Increase supplier base (search, audit, contract) 30 3,000

Receiving inspection/quality assurance 1 100

First article inspection 1 100

Total $3,800

TABLE 4. Purchasing Recurring Costs
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vides no economy of scale, resulting in a higher

purchase price.

INVENTORY

Each new part added to the inventory adds costs

for additional warehouse capacity. Earlier, in the

manufacturing section, we calculated the cost of

additional storage required for each unique part

introduced into the system at $1,750. This cost

applies to each bin and location stocking the

item. Again, being conservative, we assume only

one intermediate stock point and one bin. In ad-

dition, we discount the $1,750 cost by 50 percent

($875) to accommodate the new items that use

just-in-time or direct delivery from a factory

rather than intermediate stock.

A variety of additional nonrecurring costs can

be associated with inventory management. For

example, supply items that use just-in-time or di-

rect delivery from a factory may incur expediting

fees or other parts management costs.

LOGISTICS SUPPORT

The addition of a new or nonstandard part affects

the follow-on logistics support in the following

ways:

❚ Establishment of a new part number and

associated changes to information systems

❚ Required changes to support documenta-

tion, such as spare parts bulletins and mainte-

nance manuals (this issue is more complex if

the unnecessary part requires special tools or

tooling)

❚ Additional segregated storage (parts bins)

❚ Reduced potential for part substitution of

nonstandard parts

❚ Changes to the bill of material (master data-

base of parts)

❚ Increased chance of obsolescence with non-

standard parts.

Each new part added to the inventory for which

spare parts are required adds costs for additional

storage of spare parts at field support locations. In

addition, each field location must have and main-

tain parts-related documents, such as maintenance

manuals and replacement part documents. The

$1,750 storage cost used earlier applies to each

field support location that must stock the item.

Again, being conservative, we assume only one

field support location and only 5 years of logistics

support.Table 5 illustrates these costs.

Additional nonrecurring costs can be associated

with logistics support. For example, there are

costs for obtaining a national stock number for

new supply items.

Maintenance manual 8 $800

Replacement part documentation 4 400

Associated documentationa 8 800

Parts storage at one logistics support facilityb 8 1,750

Total $3,750
a For example, illustrated part breakdown, component maintenance manual, or spare parts bulletin.
bBased on calculation shown earlier in manufacturing section.

TABLE 5. Logistics Support Recurring Costs
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Cost of Parts Management Compared 
to Parts Obsolescence

An effective parts management program assists

with managing parts obsolescence in the follow-

ing ways:

❚ Allows proactive obsolescence management

❚ Enables estimating, planning, and budgeting

for part obsolescence by providing relative

information about prospective parts

❚ Provides visibility of suitable replacements for

obsolescent parts.

Because of the high costs of resolving obsoles-

cence problems, the capability to plan ahead and

take advantage of a greater range of solutions can

result in a more cost-effective resolution. Figure 4

shows average costs for various nonrecurring en-

gineering-resolution cost factors.1

In addition, if parts require qualification or test-

ing, costs increase:

❚ Radiation hardening testing. Added costs

range from $5,000 for dose-rate testing only

to $52,000 for dose-rate, total-dose, and sin-

gle-event-upset testing; costs may reach

$82,000 for microprocessors.

❚ Plastic-encapsulated microcircuit testing.

Increased costs range from $600 for acoustic

microscopy only to $47,340 for full qualifica-

tion of a 100-piece lot.

Other factors that may add costs include

❚ lifetime buys,

❚ bridge buys,

❚ requalification,

❚ reverse engineering, and

❚ expediting fees.

Program Savings

The following formula estimates cost-avoidance

savings from using parts management practices:

Total Estimated Savings = PPPg ✕ NSP (25%)
✕ SP (10%) ✕ QSF,

where

PPPg= estimated number of parts per pro-
gram (system, end item, etc.);

NSP = number of potential standard parts = 
25%;

FIGURE 4. Nonrecurring Engineering
Resolution Cost Factors



for programs that already have a complete bill of

material (BOM) before introducing parts man-

agement discipline.The approach identifies tangi-

ble cost savings by determining the exact cost for

a BOM after applying standardization decisions

as compared to the cost before standardization:

Total Actual Parts Cost Savings = BOM (before 

standardization) – BOM (after standardization).

The cost difference reflects cost changes resulting

from substituting parts, replacing parts with pre-

ferred standard parts, or other parts management.

1From Defense MicroElectronics Activity, Resolution
Cost Factors for Diminishing Manufacturing Sources and Ma-
terial Shortages, Final Report, February 1999.

2Based on the computations illustrated in  Figure 1.
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SP = standard parts used due to parts 
management (new parts avoided) = 
10%; and

QSF =  quantified savings factor = $20,000.2

Experience shows that programs without parts

management discipline introduce 2.5 percent

more new nonstandard parts into the logistics

system than do programs with parts management

discipline.

The following is an example of applying the

formula:

For a program (end item) with 10,000 separate
part numbers, about 2,500 parts (25 percent)
will be candidates for using standard or com-
mon parts, such as microcircuits, resistors, nuts,
or bolts, already in the logistics system. Of
these 2,500 potential standard parts, an addi-
tional 250 (10 percent) will end up using
common or standard parts rather than new
parts by applying parts management discipline.
Parts management will help the program avoid
adding 250 new part numbers to the system,
saving about $5 million (250 ✕ $20,000) across
the program life cycle.

A different approach for calculating partial pro-

gram savings uses only the actual cost differences.

This method does not consider factors such as

those in Figure 1. However, this method is useful
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For more than 30 years, “data management” (DM)
has meant the process used to create, retain, update,
sell, distribute, guard, and dispose of information.
Examples of the information that falls within DM’s
scope are specifications, drawings, parts lists, and re-
pair instructions produced during the development
of complex products such as weapons systems. And
that information is costly. For instance, the mainte-
nance manuals for the B-1B aircraft cost more than
$400 million when they were created in the early
1980s (roughly $660 million at today’s prices).

The discipline of data management grew up in a
world where data products were managed using a
paper- or form-based process. Nobody thinks these
products have been well managed.There is no end
of stories about data that were bought but were
never used, became obsolete, were not readily acces-
sible, or were hard to use.Those same B-1B aircraft
maintenance manuals were electronically authored,
and the electronic source data are still available, but
nobody can read the manuals because the electronic
format in which they are stored is obsolete. Today,
when the manuals must be reproduced or revised,
the approach taken is to scan in the last clean paper
copy and go from there.

In June 2000, DoD and the Government Electron-
ics and Information Technology Association (GEIA)
jointly recognized that the DM process had become
woefully out of date in an era of web-enabled,
shared electronic data repositories, management of
which could also be web enabled. To address the
problem, DoD and industry worked together to de-
velop a new set of data management principles.The
result, GEIA-859, Consensus Standard for Data Man-
agement, is a nearly wholesale reinvention of the field
of DM into a process that addresses contemporary
realities—especially the benefits brought by modern
information technology.

This article discusses the evolving DM environ-
ment that motivated DoD and industry to develop a
new DM standard. It then summarizes the new data
management principles.
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The Evolving Data Management Environment

The world of data management has been evolving over
the last 15 years or so, as information technology has
advanced.The process for ordering, creating, and deliv-
ering data used to be (and, in some cases, still is) highly
linear and lengthy, as demonstrated in Figure 1. The
process reflected a particular set of basic assumptions
and standardized practices:

❚ It assumed a fairly radical separation between
who was doing the ordering and who was doing
the delivering. The order was “thrown over a
fence” and then the data products were thrown
back over the same fence.

❚ Delivery used to be via paper or other hard-
copy equivalents. Reports were in paper form,
manuals were delivered in photo-ready nega-
tives, and drawings were in aperture card format.
Delivery occurred through the mail.The devel-
oper of the data mailed it, and the recipient
opened it.

❚ Deliverable products used to be highly standard-
ized. DoD and other agencies that followed the
DoD “model” specified what they wanted in
data item descriptions (DIDs). Use of a rigidly
prescribed set of DIDs was mandatory; tailoring
generally amounted to deleting (not modifying)
certain requirements, and tailoring in the sense
of modifying was made intentionally difficult.
The intent was to reduce costs by specifying a
common, one-size-fits-all set of requirements.

❚ The data environment required storage of large
quantities of paper documents and provided for
a limited number of copies because of the
expense of storing and transporting hard copies,
and sometimes it was difficult if not impossible
to find or obtain a copy.

❚ Data were infinitely available and interoperable
as long as copies were not misplaced or
destroyed. (We can still read 11 tablets of the
Sumerian Gilgamesh and Agga epic even
though they are more than 3,000 years old.)1

The emerging data management process, illustrated in
Figure 2, has the following characteristics:

❚ A data strategy is created in parallel with the

acquisition strategy for the system that the data
represent.

❚ A data concept of operations follows from the
strategy, specifying how the data will be used, for
what purpose, and by whom.

❚ Data risks are explicitly analyzed. The risks
include having too little data, too much data,
data too early or too late, and related intellectu-
al property issues.Although shown in the figure
as subsequent to the strategy and concept of
operations, risk analysis is, in reality, an iterative
process; the risk analysis also informs the strate-
gy and concept of operations.

❚ The data strategy, concept of operations, and
risk analysis are created through an integrated
product or process team (IPT) comprising rep-
resentatives of both (or even multiple) trading
partners.

❚ Both the seller and the buyer obtain the data
from a common data repository, or data ware-
house. No longer a one-way deal, data delivery
(access) is now recognized as a two-way flow:

▲ Although a pro forma hard-copy “deliver-
able” may be provided, electronic inter-
change is becoming more dominant. In par-
ticular, it is increasingly common for the
data product to be posted on a website, and
everybody who needs it accesses it.

▲ DIDs are radically tailored or ignored
entirely. Because the cost of providing not
just tailored but personalized data has
dropped so rapidly, there is little contempo-
rary impetus for rote standardization of data.
It is an idea whose time has passed.

▲ Because storage is electronic, delivery
(access) is rapid to instantaneous, and essen-
tially an infinite number of copies are avail-
able to anyone needing them. Of course,
you must know on what website data are
stored, have the patience to learn to navi-
gate that website, and have an application
that can read the data.

▲ Formats are not standardized and are subject
to rapid technological obsolescence; data
created 20 years ago are unreadable.
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FIGURE 2. Emerging Data Management Process

Note: This figure shows the procuring agency as government but the same basic flow obtained even when it was in the context
of other trading partner relationships such as commercial firm to commercial firm.
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The data management process illustrated on Figure 2
is, as we indicated, emergent. Existing written proce-
dures often still reflect the process (and related assump-
tions) of Figure 1. It is not that those procedures are
somehow perverse; they had been situationally correct
when the world of data management looked like Figure
1.The problem was the world changed and the codified
procedures did not. Thus, data managers found them-
selves between the devil and the deep blue sea: if they
followed the accepted procedures, they had authorities
they could point to—but outcomes would not be what
was needed. If they adopted new DM practices, they
had no such authorities and were open to challenge for
not following established and understood procedures.
What was needed was a new set of methods, situation-
ally correct for the present environment.

Data Management Principles

Because the data management environment is neither
stable nor monolithic, the DoD/GEIA DM panel de-
cided that it could not write a set of procedures that
will work for everybody now and into the future. In-
stead, the panel concluded that what is needed is a set of
core principles that would be (more or less) stable even
as the environment continues to evolve. Such an ap-
proach follows one of the precepts for “good” standards
development, a focus on a core standard that addresses
what everybody needs rather than a comprehensive
standard that includes what everybody might want.2

The panel defined nine DM principles, based on the
combined expertise of the individual members. The
principles are as follows:

❚ Principle 1—Define the enterprise-relevant
scope of data management

❚ Principle 2—Plan for, acquire, and provide data
responsive to customer requirements

❚ Principle 3—Develop DM processes to fit the
context and business environment in which
they will be performed

❚ Principle 4—Identify data products and views
so that their requirements and attributes can be
controlled

❚ Principle 5—Control data, data products, data
views, and metadata using approved change
control processes

❚ Principle 6—Establish and maintain an identifi-
cation process for intellectual property, propri-
etary, and competition-sensitive data

❚ Principle 7—Retain data commensurate with
value

❚ Principle 8—Continuously improve data man-
agement

❚ Principle 9—Cooperate with knowledge man-
agement (KM) where DM and KM intersect as
KM methods develop.

PRINCIPLE 1—DEFINE THE ENTERPRISE-RELEVANT SCOPE OF
DATA MANAGEMENT

Different enterprises come to different conclusions re-
garding the scope of DM. Traditionally, DM has been
thought of as including five functions: identification
and definition, acquisition and preparation, control,
disposition, and archiving.Although these functions re-
main valid DM tasks, they are no longer a sufficient re-
sponse to contemporary DM needs. The intent of
GEIA-859 is to highlight the importance of the strate-
gic DM and supporting infrastructure.Accordingly, the
standard defines a set of four higher level DM tasks:

❚ DM strategy and architecture development

❚ DM process and infrastructure design

❚ DM execution

❚ DM process and infrastructure maintenance.

The traditional DM tasks are execution tasks. What
GEIA-859 adds is tasks related to strategy and architec-
ture development, process and infrastructure design,
and process and infrastructure maintenance. How the
four higher level tasks are accomplished, and by whom,
will differ from organization to organization. It may
even be that parts of them are (or could be) the re-
sponsibility of a parent organization.Thus, this princi-
ple establishes the highest level DM tasks (scope in the
broadest sense) and then acknowledges the need to
match scope to specific context.

PRINCIPLE 2—PLAN FOR, ACQUIRE, AND PROVIDE DATA
RESPONSIVE TO CUSTOMER REQUIREMENTS

This principle addresses the steps in the model illus-
trated in Figure 2, beginning with product need and
ending with contract award.3 Later principles discuss
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data development; storage, retention, and disposal; de-
livery and access; as well as important related topics.
There are five aspects of this model important to plan-
ning for and acquiring data that meet customer re-
quirements.

❚ The data customer can be either external or
internal to the enterprise.

❚ The data can be provided to the customer using
two different modes of delivery:

▲ In hard copy or, increasingly, electronic
form.

▲ By providing the customer access to the
data in a database or repository maintained
by the data developer or a third party. Data
products in a conventional sense may not
exist and data objects may be formed at the
time of need in response to customer-creat-
ed queries against a database.

❚ Data development, review, acceptance, and dis-
posal may be joint activities, conducted by the
data developer and customer.

❚ Planning for data is deliberately linked to the
overall product acquisition strategy and long-
term sustainment planning through develop-
ment of a data strategy and data concept of
operations.

❚ The data requirements authentication process,
which almost always exists in some form, is pre-
ceded by a data risk analysis that examines

▲ the risks of not providing for delivery or
access to data and

▲ the risks of overprocuring data (e.g., where
the data may become rapidly obsolete).

PRINCIPLE 3—DEVELOP DM PROCESSES TO FIT THE
CONTEXT AND BUSINESS ENVIRONMENT IN WHICH 
THEY WILL BE PERFORMED

The business context and environment are character-
ized by both internal and external factors; DM solu-
tions are necessarily conditioned by those factors.
Requirements to be satisfied come not only from proj-
ects themselves but also from future expectations re-
lated to projects, from enterprise policies and processes,
and from the environment external to the enterprise
(Figure 3). Taken together, these sources define the

context and business environment in which DM will
operate.

In a particular circumstance, the project-specific, en-
terprise-wide, and externally imposed requirements
can be complementary. In this instance, planning for
their solution amounts to identifying all of the require-
ments and deciding, within available resources, which
can be satisfied, when they can be satisfied, and how.
But the requirements can also be in conflict.An exam-
ple is a requirement for enhanced data sharing and a si-
multaneous requirement to improve controls over
intellectual property. Regardless of whether they are
synergistic, additive, in conflict, or—more likely—a
mixture of the three, it is DM’s task to identify and
then address the full set of requirements, including ex-
amining tradeoffs where appropriate.

PRINCIPLE 4—IDENTIFY DATA PRODUCTS AND VIEWS SO
THAT THEIR REQUIREMENTS AND ATTRIBUTES CAN BE
CONTROLLED

Data are of value to the enterprise when it can be lo-
cated or accessed by users. Metadata, or data about
data, is essential for data managers and others to iden-
tify, catalog, store, search for, locate, and retrieve data.
Metadata includes attributes and relationships. Careful
consideration of requirements when selecting elements
of metadata enhances the ability of users to locate data
regardless of storage medium or the amount of data
stored. Creating standard processes for selecting meta-
data provides for consistent, uniform, repeatable
processes that can be tailored to specific business re-

Enterprise
Policies

Project
Requirements

Set of DM
Requirements
to Be Satisfied

External
Influences

FIGURE 3. Data Management Requirements
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quirements. The creation of taxonomies (a traditional
task for library science that also is vital for the manage-
ment of data) adds and enhances the context, relevancy,
and use of data. Further, using uniform data characteri-
zation processes saves time, reduces cost, and allows
projects to reap economies of scale through adoption
by multiple users or enterprises that exchange data.

Not all data are delivered as a data product; if any-
thing, the trend is away from delivery and toward ac-
cess as needed. Such access is more often than not ad
hoc—creating special challenges for data management,
as well.When access is provided for, an authorized user
can retrieve data that have been grouped or organized
to meet specific needs—what is referred to in GEIA-
859 as a data view, a generalization of the concept of a
data product. Data views, whether implemented as
queries, as XML schema, or by other means, are de-
scribed by metadata. Particularly when the data views
are complex and when it is important to ensure that
the same view is provided each time it is needed, it is
important to define and control the metadata.

PRINCIPLE 5—CONTROL DATA, DATA PRODUCTS, DATA VIEWS,
AND METADATA USING APPROVED CHANGE CONTROL
PROCESSES

DM and configuration management (CM) are two dis-
ciplines critical to the success of any complex project.
They are strongly related and interwoven in their
scope, application, and elements. DM is more fre-
quently focused on the organizational (or enterprise)
level of data generation and use; CM is usually ori-
ented to data considered part of a product deliverable.
The ultimate purpose of both disciplines is ensuring
the integrity of the products they support. One of the
functions of each of these disciplines is to control
change or, in some cases, to protect the data from
change. Not all data require formal change control or
the same level of control—it is a matter of balancing
cost and benefits. Principle 5 addresses the body of data
for which some level of control is appropriate.The data
product needs to be in a state of maturity that makes
control both meaningful and productive.The following
are some considerations:

❚ The format and media are in concert with the
end-item requirements.

❚ The data are accurate and at an appropriate level
of completeness.

❚ The timing of the transfer is appropriate to the
data product’s end use (too early is just as criti-
cal as too late).

❚ The data product has been reviewed by an
appropriate level of authority (for example, the
engineering manager or IPT lead).

The change control functions and principles defined
in ANSI/EIA-649, National Consensus Standard for Con-
figuration Management, are appropriate for DM. For that
reason, GEIA-859 borrows heavily from ANSI/EIA-
649 and describes how the change control process ap-
plies to DM.

PRINCIPLE 6—ESTABLISH AND MAINTAIN AN 
IDENTIFICATION PROCESS FOR INTELLECTUAL PROPERTY,
PROPRIETARY, AND COMPETITION-SENSITIVE DATA

Intellectual property (IP) is a term used to describe real
but intangible assets, embodied in such items as
patents, copyrights, trademarks, and trade secrets. IP is
at the center of an enterprise’s competitive position
and ultimately contributes to financial success. For this
reason, protection of IP is necessary to maintain an en-
terprise’s competitiveness. In many cases, it is also nec-
essary to comply with legal obligations to suppliers and
customers.

IP assets come from a variety of sources. In addition
to internally developed data, IP is received from suppli-
ers, subcontractors, and trading partners.All of the data
are identified and tracked for protection based on data
rights. Figure 4 illustrates, at a relatively high level, the
management process for IP and its relationship with
other DM principles.

PRINCIPLE 7—RETAIN DATA COMMENSURATE WITH VALUE

The purpose of this principle is to delineate methods
for ensuring adequate retention and preservation of
data assets that are of value to the enterprise and effec-
tively disposing of data assets that are no longer of
value. Any data assets with potential business, project,
or operational value should be retained until their
value is depleted. Data of sustained value to the enter-
prise should be retained and evaluated on an ongoing
basis. To ensure that data are retained commensurate
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with its potential entrepreneurial, legal, contractual,
and other worth to the enterprise and customer re-
quires the following actions by the enterprise:

❚ Plan to ensure data are available when needed

❚ Maintain data assets and an index of enterprise
data assets

❚ Assess the current and potential future value of
the enterprise’s data holdings

❚ Determine disposition of data.

In the interest of space, we will call attention to an
important aspect of the second consideration. To en-
sure that data assets are readable in future years, they
need to be maintained in an appropriate format. Neu-
tral formats work well for data needed only for refer-
ence and not as a source for future work. However,
neutral formats may not work well for data that will
need to be manipulated. In that case, to ensure that
data assets are readable in native formats for later ma-
nipulation, the enterprise will need to retain the com-
puter resources to recall and install, view, revise, or
print images, or it will need to refresh to newer tech-
nology.An alternative is to periodically migrate data as-
sets to current software applications and hardware
formats for continued currency and availability for re-
trieval, establishing and paying special attention to re-
fresh schedules and media life span. The decision
process to retain obsolete computer resources or to re-
fresh to newer technology is a business case, driven by
economics pertinent to the predicted likelihood of
data reuse. Retaining obsolete resources may involve
extending date expiration-sensitive licenses or arrang-
ing software support into outyears. By retaining com-

puter resources, the enterprise ensures that pertinent
records are viewable and editable upon later need. Fail-
ure to continue migration to current formats can be
costly to the enterprise—as illustrated by the B-1B
technical manual example cited earlier. It is time-con-
suming and often expensive to locate a supplier or en-
terprise with the capability to migrate to current
technology media.

PRINCIPLE 8—CONTINUOUSLY IMPROVE DATA MANAGEMENT

In a rapidly changing technological society, it is crucial
to continuously improve the quality of the resources
that house one of an enterprise’s most valuable assets—
data. DM is the function responsible for ensuring that
the quality of data is consistent with the users’ require-
ments. In this principle, data management takes a
proactive stance to ensure user satisfaction with data
quality and availability over time.The purpose of Prin-
ciple 8 is to provide a basis for implementing a process
for data quality improvement.

As indicated on Figure 5, metrics are essential for de-
termining where to improve and to monitor improve-
ment. Metrics should, of course, be designed to
positively motivate, rather than keep score, and should
focus on future strategy rather than providing a compi-
lation of past history.To effectively facilitate continuous
improvement, a number of questions need to be con-
sidered:

❚ What type of data is required, by whom and
when?

❚ Who will use the data?

❚ How will the data be used?
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FIGURE 4. Process for Managing Intellectual Property
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❚ What is the user’s infrastructure?

❚ How will the data be delivered?

❚ Where are the data maintained?

The answers to these questions establish the basis for
a meaningful process and should be considered not
only for the specific project but also reviewed for the
overall impact to the enterprise.

PRINCIPLE 9—COOPERATE WITH KNOWLEDGE MANAGEMENT
WHERE DM AND KM INTERSECT AS KM METHODS DEVELOP

This principle addresses the interdependent relation-
ship between data management and knowledge man-
agement. Table 1 depicts that interdependency. As the
table shows, KM addresses both explicit and tacit infor-
mation, while DM addresses explicit information
only:4

❚ Explicit information comes in both structured
and semi-structured forms. Structured informa-
tion is the data found in the rows and columns
of databases. Semi-structured information
includes engineering drawings, documented
tradeoff studies and other reports, technical

manuals, and lessons learned when they are
committed to a permanent record.5

❚ Tacit information includes mental models,
recipes, rules of thumb, and lessons learned.
Communities of practice (COPs) are important
to sustaining such information and associated
ontologies.6 Much of the attention of knowl-
edge management has been on tacit information
and the associated COPs.7

The objective of Principle 9 is to distinguish the roles
of each so that, in practice, DM and KM efforts are
complementary. That requires two key actions by the
enterprise:

❚ Understand the state of KM in the enterprise.
Research in knowledge management can do
much for data management. One example is the
extensive research underway to develop better
search engines.A second is the research into bet-
ter, more useful taxonomies—closely related to
the metadata discussed under Principle 4.
However, organizations vary considerably in the
maturity of their KM practice.Thus, they need
to understand the state of KM before linking
KM and DM.

❚ Coordinate DM and KM efforts. The specifics
of coordinating DM and KM efforts depend on
the state of KM and DM, as well as on enter-
prise needs. Table 2 illustrates the general rela-
tionship between KM and DM tasks.

Summary and a Look Forward

In this article, we have discussed the discipline of data
management, and how it initially did not keep pace
with technological change. We have stressed that be-
cause of ongoing change, reinvention of DM was nec-
essary. Although the nine principles articulated in
GEIA-859 were developed in the United States, we

Establish and
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reporting

Monitor
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quality

Improve
data

management

Establish tools
and infrastructure

to be used to
support the process

FIGURE 5. Improving Data Management

TABLE 1. Interdependency of Data Management 
and Knowledge Management

Knowledge management

Data management

Explicit

Structured Semi-structured

Purchase order Technical report Mental models
Purchase order Analysis report Informal recipes
acknowledgement Specification Rules of thumb

Invoice Manual Lessons learned
Remittance advice Parts list Communities of 
Request for quote Drawing practice
Shipping schedule

Tacit
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believe they are applicable in the international arena.
Thus far, when we have presented these principles in
any forum, the consistent response has been that they
make sense for the present and emerging context of
data management.
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TABLE 2. Relationship Between Knowledge Management Tasks and Data Management Tasks

Capture explicit knowledge in sharable Essentially the same, hence, this is Is already underway, albeit with 
form; retain it; know what it is, where logically a data management role; significant problems to be resolved 
it is, and who is responsible for it; adopt KM taxonomies for creation (e.g., overcoming technological 
dispose of it when obsolete of metadata obsolescence and developing 

practical protocols for disposal)

Facilitate sharing of explicit knowledge Provide and manage links between KM portals, and related mechanisms 
between communities data archives and KM portals (as well as in period of rapid innovation, are 

other KM mechanisms) nonstandard; will require equivalent 
innovation on part of data management

Will almost certainly encounter 
resistance to opening up databases 
for unstructured searches

Increase learning rate; increase sharing Expand scope of data managed to May be well beyond traditional or even 
and retention of valid, tacit knowledge include representations of tacit emergent DM roles for most 

knowledge (e.g., working notes, e-mail) organizations

Facilitate transformation of tacit Provide knowledge workers broad access Is likely to encounter significant 
knowledge to explicit knowledge to representations of tacit knowledge organizational and cultural issues,

especially because COPs do not respect
organizational boundaries

KM tasks DM tasks Comments



DSP JOURNAL April/June 200438

Good News
Radio Frequency Identification 

Standards Are Coming
By Maurice Stewart



O

dsp.dla.mil 39

One of the great paradoxes of technology is standardization.As the multitude of researchers toil to
develop new solutions to old problems, the users face the issue of when to place their flag in the sand?
When do they say,“I choose this technology”? When is the current version good enough to last a life
cycle without becoming obsolete? When is my investment safe?

Radio frequency identification (RFID) users have been facing that dilemma for years. But now, DoD
has placed its flag in the sand. DoD has decided that the benefits of a RFID system outweigh the costs.
The Under Secretary of Defense has issued policy directing the department to begin using RFID by
January 2005. In fact, the department has been using active RFID to track containers and air pallets for
more than 7 years. By January 2005, the department will require cases and pallets of material delivered
to DoD to be marked with passive RFID.

So what standards did DoD choose? The answer is, DoD did not choose a particular standard. Instead,
DoD chose to work with EPCglobal™—a joint venture between EAN International and the Uniform
Code Council, Inc. (UCC)—and its standards development process. EPCglobal carries the weight of
the retail industry with it.

The EPCglobal process develops specifications or specifications that become standards.These new
specifications will grow today’s technology into a solution set for tomorrow.This solution maximizes
return on investment and yet remains vibrant and robust for the future.

The EPCglobal Business Action Group begins the specification development process by developing
and defining user needs.The needs then go to the Hardware Action Group or the Software Action
Group. EPCglobal is working on several specifications and has identified the need for several more.

EPCglobal is addressing a total RFID solution and not just tags and readers.The solution also covers
data processing, privacy, and data formats.The EPC Network uses global “look-back” ability to access
data. Starting with only the RFID tag, users could access all of the data on an item. EAN/UCC back-
ing of the EPCglobal concept for RFID ensures global approval.

The adoption of standards will spur the spread of RFID throughout the supply chain.The worldwide
adoption of RFID will yield economies of scale in production and support.As prices lower and the
technology becomes more stable, RFID will become a truly ubiquitous technology.

DoD is well versed in the problems of fielding an RFID system. DoD’s active RFID system is the
largest in the world. DoD has more than 850 interrogators and 300,000 tags worldwide. DoD solved a
number of problems to create the worldwide system in use today. Connectivity, theft, and foreign oper-
ating approval for specific frequencies are just a few of them.

The view of business and the military is global in scope.The Canadian Defense Forces and the
United Kingdom Ministry of Defence have both used DoD’s active RFID system. Joint operations in
Iraq,Afghanistan, and the Balkans have proven that RFID works.

About the Author

Maurice Stewart is the deputy chief of the DoD Logistics Automatic Identification Technology Office at Headquarters,
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Unique Item Identification
Global Asset Visibility and Accountability

Enables Intelligent Decision Making

In 1998, the General Accounting Office (GAO) documented concerns with DoD management of
its inventory of equipment.1 It found that DoD’s inventory exceeded its war reserve or current
operating requirements, but lacked key spare parts (particularly aviation spares).The GAO con-
cluded that DoD’s inventory problem was due primarily to a lack of adequate accountability over
material shipments and ineffective monitoring of defective spare parts.

DoD’s logistics community has actively advocated the use of various bar-coding schemes to
improve visibility and configuration tracking of parts. But DoD needs more information about its
inventory—particularly, individual high-dollar-value and critical tangible items—than can be pro-
vided in a standard bar code. Specifically, DoD needs an asset identification approach that

❚ is globally unique and unambiguous,

❚ ensures data integrity and data quality throughout the life of the asset (marking that is per-
manent throughout the asset’s life), and

❚ supports multifaceted business applications and users.

By Rob Leibrandt
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That identification approach is referred to as unique item identification (UID).

During 2003, Michael Wynne,Acting Under Secretary of Defense for Acquisition,Technology and
Logistics, issued three memorandums that established and then refined the specific UID require-
ments.2 DoD’s UID program encompasses part marking, configuration control, systems engineering,
asset management, and asset accountability and valuation.

Implementing the “Mark”

The first element of UID implementation is actually placing the permanent, correctly formatted
mark on the item.This may be done by direct part marking in the form of dot peen, laser etch,
chemical etch, or other techniques.Where practical, the mark may appear on a data plate or label as
long as it can withstand normal wear and tear, including the range of solvents or other chemicals
that may come in contact with the mark.

UID does not necessarily affect the method of applying the mark. However, the format of the
mark will change from human readable to machine-readable. In addition, it must conform to the
requirements of the Defense Federal Acquisition Regulation Supplement (DFARS) and the latest
version of MIL-STD-130.

Contractual Requirements and Data Submission

Contractual language to implement UID was needed not only for the specification of marking of
delivered items for which a UID is required, but also for the capture of pedigree data that serves as
the “birth record” for each item.The UID requirement was realized in the issuance of the second
interim rule, DFARS 252.211-7003, Item Identification and Valuation, as published in the Federal
Register on December 30, 2003.

The interim rule establishes the following requirements for contractors to furnish unique item
identifiers, or other item identification, and to provide the government’s acquisition cost of items
that are to be delivered under a DoD contract:

❚ All items delivered to DoD will be delivered under a contract line item; the department’s
acquisition cost of each item will be identified under a contract line item or subline item.

❚ Contracting officers must include DFARS 252.211-7003 in all solicitations and contracts
that require delivery of items.

❚ Contractors must provide unique item identification, or a DoD-recognized unique identifi-
cation equivalent, for all items with an acquisition cost of $5,000 or more.

❚ Program managers will identify items under the $5,000 threshold that will require a UID.
Such items may require tracking, because they are classified as serially managed, controlled
inventory, or mission essential and may also include embedded subassemblies, components,
and parts.

❚ Under DFARS 252.211-7003, items must be marked in accordance with MIL-STD-130L,
Identification Marking of U.S. Military Property.

The Way Ahead

With the dedicated support of a government and industry integrated product team, the UID pro-
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gram determined that the elements
for unique identification already
exist.The data required consist of (1)
an issuing agency code (IAC), an
enterprise identifier (EID) such as a
Contractor and Government Entity
(CAGE) code or a Dun and
Bradstreet (DUNS) number, and a
serial number, or (2) an IAC, an EID,
a part number, and a serial number
that is unique within the part num-
ber. Construction of the UID is a
matter of concatenating (linking
sequentially) the required data ele-
ments. Figure 1 shows examples of
the two constructs.

With three basic data elements
identified, one must next address the

question: how can the data be
encoded consistently, reliably, and
unambiguously? The answer lies in
collaborative solution—a solution
that creates a globally interoperable
approach to direct part marking.

To establish interoperability among
industries or business sectors requires
a “common language” for part identi-
fication and a common marking
approach. For UID, that means estab-
lishing a language and a carrier
medium. Fortunately, the language
exists in the international standard,
ISO/IEC 15434, Information
Technology—Syntax for High Capacity
Automatic Data Capture (ADC) Media.
Likewise, the carrier medium is a

high-density two-dimensional (2-D)
data matrix (depicted in Figure 1).
The UID data matrix is built on a
square grid arranged with a finder
pattern around the perimeter of the
grid.

The language of ISO/IEC 15434
provides the ability for automatic
identification technology (AIT)
devices to “read” the embedded data
and accurately place the data into sup-
porting applications such as inventory
control systems.This standard is widely
accepted in industry, and it recognizes
the prevailing commercial data con-
structs. One notable exception is the
aerospace industry, which uses data
constructs called text element identi-

UID Construct 1a

EID (MFR)0CVA5
Serial No. (SER)786950

FIGURE 1. Two Constructs for UID

UID Construct 2b

EID (12V)194532636
Orig. Part No.(1P)1234
Serial No. (S)786950

UID Construct 1

D1 0CVA5786950

UID Construct 2

UN1945326361234786950

1This example uses text element identifiers.
2This example uses MH10.8.2 data identifiers.

IAC CAGE Serial No. IAC DUNS Serial No.Original
Part No.
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fiers (TEIs), which are described in
the Air Transport Association’s SPEC
2000. DoD can use TEIs by declaring
a DoD-defined format code “DD” in
the ISO/IEC 15434 format to signify
the use of TEIs.

Figure 2 shows the UID collabora-
tive solution. In that figure, one can
see the construction of the data that
are encoded into the 2-D data
matrix. Obviously, the human eye
cannot read what has been encoded
in the data matrix. However, the AIT
device can. In other words, humans
use the AIT device to obtain UID
data from a part; the data can then be
used for inventory control.

What Is the Impact?

The use of the UID changes data
capture, storage, and use across the
board—both for contractors and the
DoD acquisition community. For
some contractors, the requirement to
mark parts with the 2-D matrix
means simply adding the 2-D matrix
to existing part-marking techniques
(for example, laser etching or dot
peening onto data plates). For others,
the requirement may represent the
first foray into high-capacity auto-
matic data capture. Meeting the
requirements of UID policy and the
latest version of MIL-STD-130 also
may have infrastructure and other
impacts that contractors must address

with their management and the gov-
ernment program manager.

For the DoD acquisition commu-
nity and contractors that provide
logistics support, the technology pro-
vides an automated approach to data
capture and a means for traceability
throughout the life of an item.As the
data capture occurs and is linked to
in-service data sources, the acquisi-
tion community will have visibility
over a broad range of reliable data for
engineering analysis, logistics support
decision making, valuation, and even
operational decision making.

What Is the Future of UID?

In the short term, the primary focus

FIGURE 2. UID Collaborative Solution Issue

Using the syntax of ISO/IEC 15434, the collaborative solution
provides for three interoperable formats:

❚ Text Element Identifiers:

[ )>
R

SDD
G

SMFR 0CVA5
G

SSER 674A36458
R

S
E

OT

❚ MH10.8.2 Data Identifiers:

[ )>
R

S06
G

S17V0CVA5
G

S1P1234
G

SS786950
R

S
E

OT

❚ EAN.UCC Application Identifiers:

[ )>
R

S05
G

S800406141411A0B9C3D6
R

S
E

OT
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is on marking the items and electron-
ically submitting the pedigree data.
Concurrently, the acquisition, finance,
and logistics communities are work-
ing to determine how UID marking
and data capture can contribute to
functional processes.

In the long term, UID can become
a factor in knowledge-enabled acqui-
sition and logistics.The following are
some possible applications that are
either enabled or enhanced by the
use of the UID:

❚ Failure reporting/analysis and
targeted repair (reactive and
predictive)

❚ Recall or latent defect resolu-
tion

❚ Maximizing capability while
minimizing logistics

❚ Reliability studies to deter-
mine best equipment available

❚ Tracking and redirecting as
necessary in route

❚ Planned maintenance

❚ Repair

❚ Supplier performance

❚ Parts (end items and spares)

❚ Logistics support.

The insight provided through this
basic, but effective means of uniquely
and unambiguously identifying parts
is limited only by the ingenuity of
smart people with creative ideas and
their combined ability to recognize
the value of those ideas.

1General Accounting Office, Major Man-
agement Challenges and Program Risks: Depart-
ment of Defense, GAO-03-98, January 1,
2003.

2Michael Wynne,Acting Under Secretary
of Defense for Acquisition,Technology and
Logistics, Memorandums of July 29, 2003;
November 26, 2003; and December 22,
2003.Available at www.acq.osd.mil/uid.

About the Author

Rob Leibrandt is the deputy program
manager for UID, Defense Procurement
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Secretary of Defense (Acquisition,
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By John Reber

The MultiView Program 
and GEIA-927

An Update

Image of JSF X-35C © Lockheed Martin Corp.
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Second in a series of articles on the development of

GEIA-927, Common Data Schema for Complex

Systems.This standard is being developed by the Elec-

tronic Industries Alliance (EIA) Government Electron-

ics and Information Technology Association (GEIA).

In the October/December 2003 issue of the De-

fense Standardization Program Journal, we discussed

the nature of the business problem addressed by

the U.S. Army Logistics Transformation Agency’s

MultiView Program and the process that is lead-

ing to the development of GEIA-927, Common

Data Schema for Complex Systems. To the extent

that legacy logistics systems with disparate data

representations must integrate with emerging au-

tomated capabilities, MultiView can provide the

underlying means to create seamless data ex-

change. Seamless data exchange can be a key en-

abler for end-to-end supply chain management

and can enhance the connection between the lo-

gistician and distribution management where a

variety of existing and emerging systems must in-

teroperate on the battlefield.This article describes

the standard data models that have been inte-

grated.

For this discussion, we need to define a few

terms:

❚ Class—the representation in a model of a

set of objects that are similar in some

way.

❚ Model—a logical representation of a sys-

tem; an abstraction of something for the

purpose of understanding it.

❚ Object—any part of the conceivable or

perceivable world.

❚ Schema—a representation of the struc-

ture and constraints of the contents of an

information system using a graphical or

textual language; a data model, which

defines a vocabulary of terms, defines

their properties and relationships, and

specifies how the information must be

organized.We use the terms “schema”

and “data model” interchangeably in this

article.

As reported earlier, the integration model cho-

sen for the MultiView Program is the data model

from ISO 15926, the EPISTLE Core Model ver-

sion 4.0. It is important to choose this initial inte-

gration model carefully so that, as additional

models are integrated, new concepts from these

models will still fall within the scope and context

of the initial model. If so, then a new concept can

be added as a specialization of an entity that al-

ready exists in the model; if not, then it will be

necessary to find a new abstract entity that is a

generalization of every concept already in the

model in addition to the new one.

The data model in ISO 15926 is a class hierar-

chy with a single root class: thing. That is, every

other concept depicted in the model is a special-

ization, directly or indirectly, of thing. That, in

and of itself, is rather unremarkable and obvious.

Few concepts cannot be considered a kind of

thing. At the same time, that observation of the

mundane illustrates the power of this model: if

any new concept we wish to add to the integra-

tion model is a specialization of some concept al-

ready present in the model, then the new

concept, by definition, falls within the scope and

context of the integration model. Notice that the

definition for object is similar to our notion of

thing.
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The STEP (Standard To Exchange Product

data) standard models reflect a general practice in

data modeling: models are generally developed

first at a conceptual, or reference level, typically

by individuals who are experts in the subject

matter being represented. After the reference

model is finished, data modelers will interpret the

model to provide a schema that is ready to be im-

plemented on a computer.The MultiView model

is being constructed through integration of refer-

ence models.

Having made the decision for the initial inte-

gration model for MultiView, the next step was

to choose the first application model to incorpo-

rate by integration. Because we are creating a data

model for complex systems, we decided to inte-

grate a model covering the data concepts in-

volved in systems engineering. On the basis of

our survey of standard data models, we chose an

application protocol (AP) from the ISO STEP

world,AP233, systems engineering data represen-

tation.This model, although still under develop-

ment, appears to provide the best overall repre-

sentation of the data concepts, and the relations

between them, in the domain of systems engi-

neering.

The next model selected for integration was the

portion of the Defense Data Architecture known

as the Corporate Logistics Data Model (CLDM).

We selected this model for several reasons, not

the least of which is that the subject area fits well

with a pilot implementation of the schema being

planned for use at the Army’s PM Abrams and

Tank-automotive and Armaments Command.

Upon investigation, we learned that the CLDM

is closer to the interpreted level of abstraction

than the reference level.The integration was ac-

complished by “reverse engineering” to create a

reference model containing the primary concepts

from CLDM and subsequently integrating that

reference model with the MultiView schema.

Another significant domain to be represented in

the schema is electrical and electronic engineer-

ISO 15926 Root Classes

. . . . . . . . .
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ing.This domain is represented in the STEP stan-

dard by two application protocols: AP212—

Electrotechnical Design and Installation, and

AP210—Electronic Assembly, Interconnection

and Packaging Design. AP212 was chosen, and

major portions of it were integrated. Other areas

within AP212 were not integrated—yet.

Some conceptual areas are common to a num-

ber of STEP APs. For example, configuration

management concepts are represented (differ-

ently) in various APs.The decision was made to

avoid integrating some areas that would probably

be better represented in a different application

model. In addition, the STEP community has

recognized that a single representation of the

conceptual areas that are common to multiple

APs would be advantageous. As a result, ISO has

created the “STEP PDM Schema,” consisting of

representations of conceptual areas that are com-

mon to AP203—Configuration Controlled De-

sign; AP212; AP214—Core Data for Automotive

Mechanical Design Processes; and AP232—Tech-

nical Data Packaging: Core Information and Ex-

change. The MultiView Program is presently

integrating the STEP PDM Schema.

Current plans call for integrating the following

ISO STEP models:

❚ AP203—Configuration Controlled Design

❚ AP210—Electronic Assembly, Interconnec-

tion and Packaging Design

❚ AP214—Core Data for Automotive

Mechanical Design Processes

❚ AP232—Technical Data Packaging: Core

Information and Exchange

❚ AP239—Product Life-Cycle Support.

In addition, the data model from GEIA-836,

Configuration Management Data Exchange and

Interoperability, currently under development by

GEIA, will be integrated.

To provide potential users with foresight of

where the development will lead, the above ref-

erenced models will be incorporated by reference

in the initial release of GEIA-927, expected to be

released for ballot in December 2004.

About the Author

John Reber is the lead for GEIA-927 schema standard
development at Trident Systems, Inc. He has been
deeply involved in data management and interoper-
ability for the past 15 years and has more than 30
years of experience in data modeling and database
system development.�
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By Mark Crawford and Don Egan

Extensible Markup Language
Improving Logistics Interoperability

tandardization of the diverse and large population of DoD logistics transactions has 

been a difficult objective to achieve and maintain.The development of Extensible

Markup Language (XML), in combination with federal and DoD initiatives for stan-

dard enterprise architectures, offers a new opportunity to improve standardization and

interoperability in logistics data exchanges.This article introduces XML, identifies how

it can improve interoperability between systems, and discusses challenges that DoD and

civil agencies must address to implement XML widely and consistently.

S
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Background

DoD first established standardized inter-service/agency
logistics electronic transaction formats in the 1960s with
the Military Standard Requisition and Issue Procedure
(MILSTRIP), which defined both standard 80-character
exchange formats and inter-service procedures. Between
1962 and 1978, DoD established seven additional stan-
dard procedures and numerous supporting directories.
These were collectively identified as the Defense Logis-
tics Standard Systems (DLSS), but nicknamed the MILS.
DoD also established a communications system to trans-
mit them and a centralized processing hub—the De-
fense Automatic Addressing System (DAAS).

This period saw a steady growth in DoD use of elec-
tronic transactions, as the military services and defense
agencies developed large automated systems to use the
DLSS.They were also developing additional systems and
electronic transactions for intra-service exchanges and
exchanges with industry and other logistics stakeholders.

However, this growth also highlighted limitations.The
fixed-length 80-character records were packed with data
and had no room to support additional data require-
ments. Beginning in the late 1980s and into the 1990s,
DoD undertook an effort to convert the more than 400
fixed-length DLSS formats into a commercial stan-
dard—the American National Standards Institute’s elec-
tronic data interchange (EDI) variable length formats.
This important step was intended for DoD-wide adop-
tion. The revised documentation was renamed the De-
fense Logistics Management System (DLMS) in 1995.
However, although some DoD organizations imple-
mented EDI, especially for DoD/industry exchanges,
EDI never accounted for a large percentage of the total
volume of DoD logistics system exchanges.

In the last two decades, the number of logistics data ex-
changes through the DAAS has increased to more than
11 million transactions daily (of which EDI makes up
less than 5 percent), enabled by the proliferation of new
technologies such as data warehouses, enterprise re-
source planning systems, and the World Wide Web.1

Moreover, this automation is supporting new logistics
initiatives such as pre-positioned material, direct vendor
delivery, total asset visibility, and unique item tracking.
As new DoD processes and supporting systems were im-
plemented, they sometimes bypassed the data limitations

of the old DLSS without implementing EDI—instead,
using a variety of record formats. These diverse and
sometimes unique formats cannot be shared with other
systems without custom format-conversion routines,
making the exchange of data more complex and in-
creasing IT overhead. In short, at a time when DoD
management is seeking greater interoperability, we con-
tinue to have relatively low levels of standardization (or
where it exists, it uses a 40-year-old format) within the
logistics data exchange community. Interoperability—
both within DoD and with its external trading part-
ners—can be improved by using XML.

About XML

XML is a subset of the Standard Generalized Markup
Language (SGML). Like most markup languages, XML
associates data to a tag. For example, a requisition date
may have a “ReqDate” tag.The transmission of a specific
requisition date of July 4, 2003, might appear as follows:

<ReqDate>2003-07-04</ReqDate>.

XML supports including data as well as metadata
within the markup.This is accomplished through the use
of attributes. For example, the above requisition date
<ReqDate> tag could include an attribute that defines
the date format as follows:

<ReqDate format=“Julian”>4032</ReqDate>.

The structure for XML documents is defined in either
a Document Type Definition (DTD) or an XML
Schema Definition Language (XSD) Schema. DTDs are
a legacy of SGML and were designed to support docu-
ment-centric (i.e., publishing) XML. XSD Schema are
written in the XML syntax and are designed to support
both document- and data-centric XML. An XML doc-
ument is a structured collection of XML tags forming
an electronic transaction (e.g., a requisition) that can be
validated against its XSD XML Schema. An important
XML feature is the capability to build “partial schema”
components (e.g., XSD Schema module for standard-
ized address information) that can be reused in different
XML Schema.

Although most initiatives focus on XML for data ex-
change (often as a replacement for EDI), XML is also
very suitable for internal storage and access within appli-
cation software and for presentation through web
browsers, print, and other media.
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Benefits of XML for Logistics

Applying structured, coordinated markup to data organ-
izes and defines the data so that systems and applications
that support XML can store, retrieve, manipulate, pres-
ent, and exchange the data. Because XML-defined data
can support all of these functions, XML is a significant
improvement over previous formats for exchanging data
electronically among systems.As a result, XML is rapidly
replacing EDI as the dominant exchange data format for
new implementations. The following are some of the
benefits of XML over EDI:

❚ Software tools for moving between XML formats
and applications are cheaper and easier to use
than EDI translation software.

❚ XML and supporting web services are designed
for the Internet. Although EDI can be, and is,
transmitted through the Internet, most EDI pro-
duction implementations have been through spe-
cialized commercial communications services
companies.

❚ The EDI specifications and syntax are not readi-
ly usable for any purpose other than data
exchange/translation, whereas XML can be used
for storage and can be transformed for presenta-
tion as well. Moreover, XML works equally well
both for fielded and text data.

❚ A wide variety of commercial software systems
are incorporating XML into their products.These
include database management systems, enterprise
resource planning systems, enterprise application
integration software, and others.Also, a substantial
body of standalone XML software exists.

In short, XML is flexible, inexpensive, easy to imple-
ment, usable in diverse business processes, and supported
by a wide array of commercial software. These features
make it an attractive option for many organizations and
business needs.

As XML continues to grow as the dominant data rep-
resentation/exchange standard, the benefits will increase
significantly. Broad use of XML can reduce DoD IT
overhead associated with developing and maintaining
transformation software, inter-service data coordination,
training, software tool acquisition support, application
development, and other areas.

Status of XML Implementation

The World Wide Web Consortium (W3C) established
and maintains the suite of XML technical specifications.
The W3C is a nonprofit consortium with membership
open to organizations worldwide.2

The W3C released the first W3C XML technical spec-
ifications as a recommendation in February 1998. Indus-
try quickly adopted XML, and the number of
implementations has been steadily increasing.Within the
federal government, XML use is included in both the
Federal Enterprise Architecture Technical Reference
Model3 and the DoD Joint Technical Architecture.4

Numerous federal agencies and cross-agency initiatives
are planning around XML. The General Services Ad-
ministration is supporting several initiatives to encour-
age government-wide XML adoption.Among these, the
agency is publishing design rules to assist developers
with writing XML Schema and a Schema-writing best
practices document. Nineteen of the 23 initiatives in
support of the President’s Management Agenda also are
using XML in cross-agency plans; for example, the Na-
tional Archives and Records Agency is using a prototype
XML Schema for transmitting metadata regarding
agency electronic records transfers. The Environmental
Protection Agency and state environmental offices have
selected XML for exchanging environmental data and
are deploying a web-services–based network to support
the effort. The Internal Revenue Service is collecting
some tax data using XML exchanges, and the Customs
Service is transmitting port-of-entry data to a central
system in XML format.

Federal research agencies are also investigating XML.
The National Cooperative Research Program is plan-
ning to sponsor a grant to develop TRANSXML to
support exchanges among state transportation offices
and other stakeholders regarding highway construction
standards and materials. The current Army Research
Laboratory’s Broad Agency Announcement includes
creating a MILXML to support both strategic and tacti-
cal transactions, particularly from devices.

Also the Chief Information Officer at the Department
of the Navy (DON) has initiated a DON-wide program
to promote XML technology insertion. This effort in-
cludes releasing the DON-wide vision and policy for
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XML implementation.5 The DON is establishing effec-
tive coordination through a DON-wide XML Working
Group. The group has formulated technical guidance,
promoted DON participation in standards bodies, and
established a formal DON governance structure with
both technical and functional representation from across
DON. The Air Force and the Army have also initiated
XML programs.

Standardization Challenges

XML can be a key element in both defense and civil
agency efforts to standardize data exchange processes for
decades to come. However, simply adopting XML is not
enough.The W3C XML and XSD specifications define
only the syntax rules for creating XML vocabularies and
document structures. They do not provide a fixed vo-
cabulary, they do not provide the business rules for a
particular exchange, and they do not provide standard
approaches to implementing all of the different features
of XML or XSD. For example, the W3C specifications
do not define what data elements would be included in
a DoD requisition. They do not determine whether a
name consists of a single field, of two separate fields for
first name and last name, or of several separate fields for
title, first name, middle name, last name, and suffix.

In the commercial world, numerous industry groups
are defining schema, naming rules, and business conven-
tions for their respective industries, but there is no over-
all coordination. Within the government, agencies that
adopted XML early may well have employed design
rules and naming approaches focused on the job and
system at hand rather than designing for the future and a
broader set of systems and players.

How do we promote standardization—and the reuse—
of XML components? One approach is a standardized
design process supported by a registry process, which is
in turn supported by a governance structure like that es-
tablished by the DON.The DON governance structure
includes provisions that all DON XML components
will be developed through a standard set of design and
naming rules that apply both technically and function-
ally.These design rules are based on international volun-
tary consensus standards.6,7,8 Further, DON functional
namespace coordinators will collect newly developed

XML components and submit them to a central techni-
cal analysis team that will review them for both techni-
cal and business consistency. Once approved, they will be
included in the DON enterprise community of interest
within the DoD XML registry. Developers seeking to
develop new applications can then search this registry
first to determine if whole or partial XML components
exist that will meet their needs. Figure 1 depicts the en-
visioned review cycle. The key to this process is stan-
dardized XML that is capable of being harmonized in a
standard fashion.

The General Services Administration is also in the
early stages of developing a collaborative discovery,
reuse, registration system for Federal Enterprise Archi-
tecture components, including XML.

The environment is now also changing for the
DLSS/DLMS. Some 95 percent of the data flowing
through the DAAS remained in the 40-year-old DLSS
(MILS) formats. In December 2003, the Office of the
Under Secretary of Defense for Acquisition,Technology
and Logistics issued a memorandum establishing De-
cember 2004 as a sunset date for exchanging the DLSS
transactions. Beginning in January 2005, DLMS ex-
changes must be in X12 EDI or XML format. Imple-
mentation of this directive will bring significant changes
to service and agency systems as they move to support a
new exchange technology.

Conclusion

An international, consensus-based standard that is inde-
pendent of both hardware and software platforms, XML
is being used in an increasingly large group of commer-
cial products and supports diverse business applications
(e.g., supply chain, documentation, acquisition) and user
functions (e.g., presentation, storage, exchange).

Use of XML can improve interoperability, reduce
costs, and contribute to improved data quality. However,
the extent of these gains will depend heavily on the fol-
lowing:

❚ How broadly DoD implements XML within and
among the military services and defense agencies,
as well as with other federal agency and commer-
cial trading partners
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❚ How consistently DoD adopts design and naming
rules and how aggressively the government devel-
ops a governance structure/registry process to
manage consistency

❚ Whether DoD and federal agencies participate in
W3C and commercial standards bodies to
encourage them to create open and consistent
specifications and standards that support unique
government business and technical requirements.

The tool is in hand, but we need to employ it consis-
tently and effectively.

1DoD MILS Elimination Briefing, February 2004.

2The URL for the W3C is www.w3c.org. In addition to speci-
fications for XML and Schema, the W3C website includes speci-
fications for stylesheets, namespaces, security, web services, Simple
Object Access Protocol, and other related functions.

3Federal Enterprise Architecture, The Technical Reference Model,
Version 1.1, “Component Framework,” p. 34. XML and related
standards are identified through the framework figure.

4Joint Technical Architecture,Version 5.1, September 2003, Sec-
tion 2.5.4, Data Interchange Services, p. 19. Also, a July 9, 2001,
U.S.Air Force Memorandum identifies XML as one of four stan-
dards that all Air Force systems must implement.

5Department of the Navy, Chief Information Officer, Memo-
randum, “DON Policy on the Use of Extensible Markup Lan-
guage (XML),” December 2002.

6International Organization for Standardization (ISO)/Interna-
tional Electrotechnical Commission (IEC) ISO 11179, Informa-
tion Technology Specification and Standardization of Data Elements,
Part 5, Naming and Identification Principles for Data Elements, June
1995.

7UN/CEFACT, Core Components Technical Specification, Part 8 of
the ebXML Technical Framework,Version 2.01, November 15, 2003.

8Organization for the Advancement of Structured Information
Standards (OASIS), Universal Business Language (UBL) Naming and
Design Rules, February 27, 2004.
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One can look back on this date and

realize that, overnight, across the elec-

tronics arena of the United States, we

moved from “misguided microman-

agement,” with the attendant and in-

trusive top-down, burdensome, and

heavy-handed oversight, to a period

of “irresponsible ignorance” in which

suppliers were permitted to do virtu-

ally anything they chose with little or

no direction or oversight.

It has become evident to all stake-

holders that, when it comes to critical

equipment and components for DoD

and similar high reliability applica-

tions, the swinging pendulum of

checks and balances needs to be

brought into more of an equilibrium

or, perhaps, a new model of supplier-

customer relations needs to be devel-

oped.

At the heart of today’s weapons sys-

tems and attendant support equip-

ment, an observer will virtually always

find integrated circuit (IC) technol-

ogy—the technology that has revolu-

tionized our lives through its use in

cell phones, computers, automobiles,

and many other consumer applica-

tions. These tiny and often ill-under-

stood microcircuits have capabilities

hardly imagined in 1994. As the

geometries have continued to shrink

from microns to nanometers, and

manufacturing techniques have been

continually refined and mastered, the

insatiable appetite of consumers

around the world continues to drive

suppliers to seek ways to make faster,

better, and cheaper microcircuits.

All of this has left the original equip-

ment manufacturers (OEMs) in the

military, avionics, and aerospace com-

munities searching for safe and reliable

ways to design, procure, and use mi-

By Joe Chapman

Integrated Aerospace Parts
Acquisition Strategy

Dateline: The Pentagon, February 24, 1994, “Acquisition Reform: A Mandate for Change.”

Today, Dr. William Perry, Secretary of Defense issued a directive of great significance. Declaring it was time for the
United States Department of Defense to move into the modern age in terms of utilizing state-of-the-art electronics
related equipment, Dr. Perry directed DoD “to use performance and commercial specifications and standards instead
of military specifications and standards, unless no practical alternative exists to meet user needs.” In a practical sense
this resulted in military contractors beginning the preferential use of Commercial Off-The-Shelf (COTS) electronic
components. This innovative and far-reaching declaration and the subsequent transition to commercial technology
usage has had an astounding impact across the Defense industrial base in the past decade.
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crocircuits, which are the “brains” of

our most sophisticated electronic sys-

tems. Every aircraft on which civilians

and military personnel fly daily now

contains systems with microcircuits

that were initially never intended for

use in those types of ultra-high-relia-

bility applications. How has that hap-

pened? How have catastrophic con-

sequences been avoided? How can it

continue?

The safety and success record is a

credit to the electronics industry from

the beginning to the end of the supply

chain, as well as to the commitment

every individual segment of that chain

has in place to maintain reliability.

Imagine the challenge of designing a

Fully Automated Digital Engine Con-

troller (FADEC) using microcircuits

produced for the cell phone industry

or the laptop computer industry. A

FADEC rests in the cowling of an air-

craft where the temperatures and en-

vironmental conditions are extreme.

The microcircuits must be reliable—

failure is not an option—in tempera-

tures ranging from -55 degrees C or

colder to 125 degrees C or hotter. In

contrast, the microcircuits used in per-

sonal computers must operate in tem-

peratures that remain at about 70

degrees F, and where humidity, dust,

and other environmental issues are not

much of a concern.

At first glance, meeting that chal-

lenge might seem impossible. But over

the past decade, incredible progress has

been made by OEMs as they have

dealt with such challenges as that de-

scribed above. One common solution,

crossing many mission-critical appli-

cations, was to purchase COTS con-

sumer microcircuits (those specifically

designed to operate at temperatures of

0 to 70 degrees C, test them at greater

temperature extremes to determine

their ability to survive and operate,

and then use those specific compo-

nents in applications like those de-

scribed above.This practice, known in

the industry as “uprating,” was of con-

cern to all—the concern that the up-

rated microcircuit, never having been

designed or manufactured for a high-

reliability application, might fail and

cause a catastrophic event.

The care and attention that the

OEM quality and engineering com-

munity paid to part selection, testing,

and design safety margins, along with

the high quality of the IC parts them-

selves, ensured the mission success of

end systems. But trouble was brewing

even as the successes continued.

Use parts designed for
aerospace applications

Use COTS parts with
no control

Misguided micromanagement Irresponsible ignorance

Too costly Too risky
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During this decade of dramatic

change, microcircuit manufacturers

wrote letters advising of the danger of

uprating, explaining that such prac-

tices violated the conditions of the

sales contracts and would therefore re-

move the liability from the microcir-

cuit manufacturer in the case of

system failure. Some microcircuit

manufacturers even stated that, should

legal action be initiated over some ca-

tastrophe, they would appear in court

against the user.

However, realization has set in that

all of us—manufacturers, OEMs, end

customers—stand to lose if a cata-

strophic event occurs that could have

been avoided had we acted wisely and

responsibly. That includes recognizing

that we all have a part to play in

avoiding the catastrophe by responsi-

bly addressing factors that can con-

tribute to the proper utilization of

microcircuits, even in instances where

they are required to perform in arenas

beyond those for which they were ex-

pected to be used.

This critical communication has

come about through the collective

cooperative efforts of a small number

of individuals and companies. Now, a

continually growing segment of the

supply chain across the electronics

arena is getting involved.The resulting

dialogue brought about the creation

of an Integrated Aerospace Parts Ac-

quisition Strategy (IAPAS), which has

widespread and active participation

and support. Led by the aerospace

community of suppliers and users, this

has been a two-phased approach thus

far.

The initial phase, now well into the

implementation stage, is the imposi-

tion of a requirement for an electronic

component management program or

plan (ECMP). Each major “black-

box” supplier to the airframe compa-

nies prepares its own plan for using

and controlling the electronic compo-

nents included in the manufacture of

systems for the end customer.

The IECQ-CECC, a worldwide ap-

proval and certification program for

electronic components, then audits

the plan for completeness against an

international specification crafted by

these very participants over the past

few years. The specification is either

Electronic Industries Alliance (EIA)

4899 or IEC Technical Specification

62239, both of which spell out the re-

quirements for an ECMP. Once it has

determined that a supplier’s ECMP is

compliant, the IECQ-CECC grants

the supplier a certificate, which is

deemed active for up to 3 years. The

supplier can use the certificate as

proof of a sound and compliant plan

for managing components, thereby

paving the way for that supplier to

forego further system audits by multi-

ple and redundant assessor bodies. It is

easy to see the economic benefit ac-

cruing to the ECMP owner by avoid-

ing costly additional audits.

The second phase of the IAPAS is the

appropriate recognition of a class of

microcircuit components suitable for

use “as is” from designated IC produc-

ers. Currently, such parts are designated

as Aerospace Qualified Elec-

tronic Components (AQECs). This

term—whether or not it becomes in-

stitutionalized—was a result of work

done collaboratively by microcircuit

suppliers and users and by representa-

tives of DoD, NASA, the Federal Avia-

tion Administration, and many industry

associations. The significance of

AQECs is not as obvious at first glance

as the casual observer might think. Its

importance lies in the fact that IC

manufacturers may be able to commu-

nicate “means of safe and reliable use”

to those who want to use a component

designed for a consumer product such

as a cell phone in a severe environ-

ment.This information, once commu-

nicated, enables the customer to use

the component without performing

added testing or screening.This elimi-

nation of the uprating process is a dis-

tinct advantage, because the IC

manufacturer has performed the testing

required and because the user can de-

sign with knowledge and confidence

in the reliability of the parts.

Stakeholders all across the supply

chain—from IC manufacturers, dis-

tributors, and OEMs, to end users



dsp.dla.mil 57

(both contractors and defense and

civil government entities)—are in-

volved and participating in outlining

the next steps in bringing IAPAS to

fruition. Several specific elements of

the Office of the Secretary of Defense

and the military departments are di-

rectly involved in portions of this

strategy and are, indeed, contributing

resources as the strategy evolves.

Among those elements are the Naval

Air Systems Command; Defense Stan-

dardization Program Office; Defense

Microelectronics Activity; Defense

Logistics Agency; Wright-Patterson

Air Force Base; Aviation and Missile

Research Development and Engi-

neering Center–Huntsville, AL; and

Warner-Robins Air Logistics Center.

Several industry associations have also

provided valuable input and support.

They include EIA’s Government

Electronics and Information Technol-

ogy Association, Aerospace Industries

Association, Joint Electronic Device

Engineering Council, and Aerospace

Vehicle Systems Institute—a research

consortium. As more organizations

become aware of this effort, additional

support is clearly anticipated.

The next 3 to 6 months of effort on

IAPAS are critical as others make de-

cisions regarding participation. Cost

studies are underway to determine the

economic impact of the use of

AQECs in systems and the anticipated

total ownership cost over the life of

systems using such parts. Considerable

effort to understand changes required

in acquisition regulations is also ex-

pected.

The bottom line? Much work lies

ahead.And as is often the case, accom-

plishing small gains will require signif-

icant effort. Appropriate actions are

underway to make the use of AQECs

not only the obvious “right choice”

but also so attractive that AQECs be-

come de facto “required parts” for

aerospace and military applications.

About the Author

Joe Chapman is a consultant serving the
electronics industry and the U.S. Depart-
ment of Defense. He is an officer of the
U.S. Electronic Components Certification
Board and of the IECQ-CECC. Previously,
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Unless you have been living on a tropical island for the
past decade, you are probably aware that today’s weapons
systems are now based extensively on commercially
available products.This reliance has resulted in the logis-
tics strategies for supporting those systems struggling to
keep up with the rapid pace of technological change
and a shifting business environment. It also has surfaced
serious differences between the military’s approach to
reliability and the approaches favored by commercial
suppliers. In this article, we outline some of those differ-
ences and propose that the military adopt a different ap-
proach to reliability, one that attempts to bridge this
military–commercial gap.

Background

Most managers of weapons systems that use commercial
off-the-shelf (COTS) items have adopted some form of
selection process for identifying, evaluating, and setting
priorities on the products used in the system. Those
processes must consider countless factors, including reli-
ability, environmental concerns, life-cycle issues, obso-
lescence, ownership cost, and performance. Sorting out
these factors is a huge undertaking. In addition, many of
the companies making the products define standardiza-
tion and quality differently. This situation frequently
forces government product evaluation teams to under-
stand the business background behind the products be-
fore they can be evaluated.

One factor that is at the root of product support is reli-
ability. Estimating the reliability of a particular product is
the science (some even say art) of trying to predict the
likelihood of a product failing given the environment in
which it operates, its design characteristics, and other
qualities of the various parts of the system. With roots
tracing back years,“reliability” has been applied in many
ways to various products.The military emphasis on reli-
ability has been to make it as high as possible, while the
commercial focus is more like “is it reliable enough.”

With the shift to commercial products in military sys-
tems, the military approach to reliability has met face to
face (or more like head-on) with those favored by com-
mercial suppliers. The result is a dispute between the

Bridging the Military—
By Glenn Benninger 
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military customers and the commercial product compa-
nies over the techniques for predicting reliability, the re-
liability numbers, and the very definition of reliability.

Predicting Reliability—A Variety of Approaches,
Uses, and Problems

The reliability prediction process involves a combination
of generalities and observations of a variety of factors
applied to a specific design. Reliability engineers must
understand the failure mechanisms of many converging
technologies—such as soldering, packaging materials
and processes, integrated circuit design, PC board mate-
rials, and assembly methods—and the interactions of
these techniques with the operational environment (ef-
fects of time, temperature, humidity, shock, and vibra-
tion, to cite a few). They must also consider extensive
statistical field and test data, plus other elements that are
difficult to identify when the technology is fairly new.

Predicting reliability is a process for estimating the
likelihood of failure of a particular product.There are a
number of ways to make such predictions, from collect-
ing detailed field data and performing life tests on large
samples of devices to simple guesses based on past expe-
riences with similar devices.The primary use of a relia-
bility prediction is to compare two designs to see which
would be more reliable.The secondary use is to allocate
reliability among assemblies making up a system to de-
termine the need for spare parts.When developing relia-
bility predictions, consistent approaches must be used;
otherwise the predicted reliability between two items is
not comparable. In turn, the reliability numbers con-
tribute to other areas of product evaluation and system
supportability such as cost modeling, technology assess-
ment, and budget forecasting. If the reliability values are
suspect, the value of the entire evaluation is diminished.

Our Experience 

At the Naval Surface Warfare Center (NSWC), Crane,
IN, we have been evaluating the reliability of COTS
products for the past 10 years. In a recent study of com-
mercial products, we found an astonishing array of relia-
bility prediction techniques.

—Commercial Reliability Gap
and Jeff Harms
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A common technique, MIL-HDBK-
217, uses large tables of assigned values
to quantify the reliability factors for
parts and assemblies. Another tech-
nique, Bellcore/Telcordia, a commer-
cial reliability standard, prescribes a
similar reliability prediction approach.
Both of these techniques require sub-
stantial design data, such as parts lists
and board layouts, which most ven-
dors treat as valuable intellectual prop-
erty. Other techniques include demon-
strated field reliability, evaluations
based on similarity with other prod-
ucts, and coarse engineering estimates.

Some of the techniques are used
with great precision, others somewhat
loosely, to supply a reliability number
on a product. Some suppliers do not
use scientific predictions; they simply
claim a reliability number for the
product.These differences make com-
parisons of reliability merit among
products from various companies very
difficult, if not impossible. They also
affect military system developers in se-
lecting products, performing system
support analyses, and making sparing
decisions. Commercial manufacturers
are further hampered when their
competitors are serving up inflated re-
liability data with no basis in fact or
scientific principles, so they too must
“play the game” to make their prod-
ucts look competitive.

An Alternative Approach to
Reliability Prediction for Military
Applications

Rather than trying to appease all ven-
dors of COTS products with a single
agreed-upon reliability prediction
technique, the military could develop
its own predictions after collecting
sufficient data from vendors. The re-

sults could then be supplied back to
the vendors for use in product mar-
keting, internal engineering, or other
purposes. As an alternative, vendors
could supply the military with their
detailed predictions for evaluation,
which the military would assess and
provide feedback. In both cases, the
results would be a well-understood as-
sessment of a given product’s reliabil-
ity that could be put to better use in
support decisions.

Both approaches would start with
the collection of information about
the product: bill of material, parts list,
layout, and associated information
from the vendor. Next, the application
environment and operating profile
would be identified. Information on
individual parts would be collected to
verify that each part is suitable for the
identified application, and any issues
brought to the attention of the vendor
of the COTS items. Part models
would be developed, including all as-
sumptions. Finally, the military would
perform the complete reliability
analysis, which would yield failure
rates for different operational environ-
ments, values for mean time between
failures, and predicted reliability over
time.

The benefits of these approaches are
many and varied:

❚ Military

▲ Improves overall quality
and consistency of vendor-
supplied reliability predic-
tions

▲ Makes spares allocation
more accurate and realistic

▲ Lowers overall ownership
costs
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Approaches to Reliability Prediction
MIL-HDBK-217

The military establishment has long used a physics-based prediction process (outlined in MIL-HDBK-217) that uses reliability data on indi-
vidual components and package types, as well as formulas for computing a reliability factor for different configurations of components and
environments. The handbook formulas can be adapted to all types of military environments. Huge matrices of reliability values for all types
of components are documented, making reliability prediction quite an undertaking on a large system with numerous assemblies and com-
ponents. This approach has been at the center of many arguments about the validity of the process and the manner in which the reliability
data are derived, especially for newer electronic components. However, the technique, when applied consistently, still produces amazing re-
sults when used to determine the assemblies with the poorest reliability of the system (commonly called the “bad actors”) for selecting sys-
tem spares. The main gripe with MIL-HDBK-217 has been the failure rate number that is calculated (the secondary use of the process).
Expressed in failures per million hours or as mean time between failures, this number has often been misinterpreted as a true prediction of
actual faultless operational hours for assemblies and systems. It is often found to be in error by wide margins once the system is actually
fielded and sufficient data collected.

Bellcore/Telcordia

A popular commercial standard, Bellcore/Telcordia, is similar to MIL-HDBK-217, but its formulas and component data are much less com-
plex. Also, the standard tends to be more forgiving of newer integrated circuit technology. An interesting twist is the application of a higher
first-year failure rate, which indicates that there is a higher expectation of problems with any new product. The reliability number output is
in FITs (failures in time) expressed as number of failures per billion hours, which immediately sounds better than MIL-HDBK-217’s failures
per million hours.

Field Data

Collection of field data to support or validate a reliability prediction is a common activity, but rarely is the information shared. The approach
to data collection is often flawed, because some events are not detected or documented. An example is collecting the number of failures by
tracking product returns to the factory. Except for the most expensive items, it is almost certain that not all failures will be returned. Some
will be repaired by the customer’s in-house capability, or done elsewhere, or simply thrown away. The number of products in service, or total
operational hours, is also a likely unknown. Some products are considered “in-use” upon shipment to a customer, when in reality, they may
sit in a warehouse for months awaiting system integration.

Similarity Analysis

Analyzing similarities to predict reliability is based on the premise that if one already has acceptable reliability data on a given design, a sim-
ilar design should have similar reliability. The assignment of reliability values to a product by similarity is better than nothing, but deciding if
a design is similar enough to a known one is an issue. This approach is not given high marks for accuracy unless the reliability engineer has
determined that the designs are indeed very similar. This would include having comparable part quantities and types and similar construc-
tion, size, and operational characteristics.

Reliability Testing

Also called “accelerated life” or “accelerated stress” testing, a sampling of product is put through a fairly lengthy test under extreme condi-
tions meant to simulate some period of years of normal operation. Such testing usually yields results suitable for improving products by ob-
taining some indication of how long the product will last. The rub comes from predicting the actual length of time or failure rate from test
data. Extrapolation of such test results into actual service life is based on the Arrhenius principle, which is an equation developed for pre-
dicting future rate of change based on temperature. The basic idea is to run the product for a period of time at an elevated temperature until
failure, measure this time, and use the equation to suggest the time period for a lower temperature. Often there are insufficient test sam-
ples, and too many other variables, to accurately apply the Arrhenius principle, leading to the familiar reliability engineer quip, “Arrhenius is
erroneous.” Testing sometimes also requires complex equipment and special software, making such testing costly.

Modeling and Simulation

Over the past several years, modeling tools have evolved to accurately predict reliability. The tools need detailed design information to de-
velop an accurate model of the design, data that are likely not made available by the product vendor.
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Summary

In this article, we propose an im-
proved approach for predicting the re-
liability of commercial products in
military applications. By working to-
gether toward a common understand-
ing of product reliability, both the
military and its commercial vendors
should be able to reap significant ben-
efits such as more reliable systems,
lower support costs, enhanced support
projections, and increased customer
satisfaction.

▲ Helps in product selection
for new equipment design
and technology refreshes

❚ Commercial

▲ Creates a level playing field

▲ Helps streamline acquisi-
tions by removing a barrier
to competition for small
and medium companies

▲ Improves understanding of
military requirements for
support data.

The military is not the only organi-
zation that needs accurate predictions
of product reliability. Commercial in-
dustry is just as interested. Designers
need a tool that optimizes designs for
longevity in the field, an area in which
reliability prediction techniques such
as MIL-HDBK-217 excel. Such de-
signs not only lead to better products,
but they can be used to help with
marketing the products and establish-
ing a strong product support infra-
structure in the company. For
example, a manufacturer could find
that by moving a large (and costly)
component, a particular product’s reli-
ability improves substantially. It could
even use this “feature” as a marketing
advantage over a competitor, who has
a similar component in the “wrong”
place. In addition, the manufacturer
may be able to estimate the expected
number of product returns over a par-
ticular time frame and size its repair
capability accordingly.
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By John Woodward Jr.

DoD’s

Collaborative

Approach to

Developing

Biometrics

Standards

Introduction

DoD has a growing need to control access to its many as-

sets both in times of war and in times of peace. Similarly,

DoD organizations must always be ready to identify

“friend or foe.” This requirement is heightened in the

global war on terrorism, where the enemy has demon-

strated its ability to use sophisticated methods to exploit

flaws in current identity management systems.The terror-

ist attacks of September 11, 2001, reinforced the need for

technologies that can enhance homeland security, force

protection, and counterterrorism measures.

Biometric technologies may seem exotic, but their use is

becoming increasingly common. In 2001, MIT Technology

Review named biometrics as one of the “top ten emerging

technologies that will change the world.” DoD recognizes

the fast-paced developments in biometric technology, and

the great need for interoperability in DoD systems. Ac-

cordingly, DoD, through its Biometrics Management Of-

fice (BMO), has developed a collaborative approach for

the development of DoD biometrics standards. This ap-

proach will enable DoD to guide biometrics standards

development to ensure that the standards promote bio-

metric technology’s interoperability and support for the

joint warfighter.

Compared with other, more established types of infor-

mation technology, the commercial biometrics industry is

still relatively new and evolving. The biometric industry

has achieved successes in the growth of its capabilities, but

from DoD’s perspective, industry’s efforts have sometimes

resulted in competing, redundant, or proprietary-based

capabilities.

In recent years, biometric technology has matured and

become more viable for DoD uses. DoD endeavors to

promote the efficiency of biometric technology develop-

ment through the use of biometrics standards to prevent

DoD from building stovepipes, to discourage developers

from continually “reinventing the wheel,” and to encour-

age DoD organizations to use biometric technologies that

contribute to joint warfighter capabilities.
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Coordinating Biometric Activities 
within DoD and Other Federal Agencies

On August 25, 2003, Deputy Secretary of Defense Paul

Wolfowitz promulgated his “Department of Defense

(DoD) Biometrics Enterprise Vision,” which states that,

“by 2010, biometrics will be used to an optimal extent in

both classified and unclassified environments to improve

security for physical and logical access control.” To sup-

port this vision, he directed the BMO to “ensure that a

scalable biometrics component of the Global Information

Grid (GIG) infrastructure is in place, and that the appro-

priate standards, interoperability tools, testing frameworks,

and approved product validations are available to assist the

DoD community in using this technology.”

As part of its directive and in keeping with the guidance

from the Secretary of the Army (DoD’s Executive Agent

for biometric technologies), via the Army Chief Informa-

tion Officer (CIO), who has oversight responsibility, the

BMO established the BMO Standards Working Group to

coordinate biometrics standards activities within DoD.

The BMO Standards Working Group membership in-

cludes the Defense Information Systems Agency, National

Security Agency, U.S. Air Force, U.S. Navy, U.S. Army,

Biometrics Fusion Center (BMO’s technical arm), Na-

tional Institute of Standards and Technology (NIST), and

others.

One of the BMO Standards Working Group’s major ef-

forts in 2003–2004 has been the development of DoD

Biometrics Standards Development Recommended Approach.

This document details a recommended approach to the

identification of, participation in, and development of

biometrics standards. Various DoD and other federal

agencies and oversight bodies are reviewing this docu-

ment. If approved, the document will be the first concrete

step toward coordinating the development of biometrics

standards with other federal agencies.

Participating in National and International Standards
Organizations

The National Technology Transfer and Advancement Act

of 1995 (Public Law 104-113) requires federal agencies to

adopt commercial standards, particularly those developed

by standards developing organizations, wherever possible,

in lieu of creating proprietary, nonconsensus standards.

Through active participation in national and international

standards organizations, the DoD BMO exerts its influ-

ence to facilitate and promote DoD interests in the bio-

metrics arena.As a result, the standards developed through

these national and international organizations will better

reflect and support the interests of DoD biometrics-

related activities.

In the United States, the primary body responsible for

developing national biometrics standards is the M1 bio-

metrics standards committee of the International Com-

mittee for Information Technology Standards (INCITS).

INCITS is the recognized standards development organi-

zation for information technology within the United

States and operates under the rules of the American Na-

tional Standards Institute (ANSI). It does not restrict

membership and attracts participants in its technical work

from 13 countries. Mr. Fernando Podio of NIST, an advi-

sor to the BMO director and a member of the BMO

Standards Working Group, chairs the INCITS M1 com-

mittee. The M1 committee, established in November

2001, is one of several standards committees that develop

U.S. national commercial standards related to information

technology.

Two other INCITS committees, B10 and T4, also are

involved in biometrics-related issues.The B10 committee

covers identification cards and related devices (for exam-

ple, issues related to smart cards); the T4 committee covers

security techniques, which include a broad range of data

security issues such as the security of biometric data. In

addition, another ANSI-chartered organization, X9, is re-

sponsible for developing, establishing, publishing, main-

taining, and promoting standards for the financial services

industry.

ANSI is the official representative to the International

Organization for Standardization (ISO), the world’s lead-

ing standards body. Under ISO, the counterpart biomet-
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rics standards body to M1 at the international level is 

SC 37 of the ISO/International Electrotechnical Com-

mission Joint Technical Committee 1 (JTC 1). Mr. Fer-

nando Podio of NIST also chairs JTC 1 SC 37, which is

the committee responsible for the development of inter-

national biometrics standards. INCITS M1 represents the

United States in JTC 1 SC 37.

During a recent BMO Standards Working Group meet-

ing, Mr. Podio stated that “the BMO’s collaborative ap-

proach in the development of national and international

biometrics standards is an example to imitate. Taking a

proactive role in the development of these standards and

seeking coordination with other government agencies

and the industry will support DoD’s decision of adopting

open-system-based biometric technology solutions.” Mr.

Podio also said that “standards-based enterprise systems

and applications are more likely to be interoperable, scala-

ble, usable, reliable, secure, as well as more economical to

the user than proprietary systems.”

DoD’s coordination with the NIST program in acceler-

ating the development of national and international bio-

metrics standards, DoD’s related conformity assessment

and interoperability efforts, and other U.S. government

initiatives will support DoD’s goals to provide high-per-

formance, interoperable, and scalable biometrics solutions

to the DoD community.

Figure 1 shows the relationship between the U.S. stan-

dards bodies working on biometric technology and their

international counterparts. Currently, the BMO actively

participates in INCITS M1, T4, B10, X9, and JTC 1 

SC 37 (through INCITS M1) on behalf of DoD interests.

Recent contributions to INCITS M1 include

❚ providing the coeditor for a project that is devel-
oping a conformance testing methodology for a
Biometrics Application Programming Interface
(BioAPI) specification within SC 37 and

❚ providing key technical contributions to this and
other projects in SC 37’s program of work (e.g.,
data formats and biometric performance testing).

Within INCITS M1, the BMO is also developing a

standard: “DoD Application Profile—Standards Guidance

for DoD Implementation of Biometrics.” This standard’s

development will include capturing DoD best practices

for biometrics and facilitating an increase of interoper-

ability and data interchange in DoD deployments of bio-

metrics.

Status of Biometrics Standards Development

The BMO has developed a conceptual model to catego-

rize the types of standards needed to promote biometric

technology’s interoperability and support for the joint

warfighter and to clarify what biometrics standards exist

and what standards are under development or planned.

The model categorizes the standards as follows:

❚ Biometrics data format standards

▲ Image standards

FIGURE 1. U.S. National Standards Bodies for Biometrics and Their
International Counterparts
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▲ Template standards

▲ File format standards

❚ Interface standards

❚ Application profile standards

❚ Performance testing standards

❚ Conformance testing methodology standards.

Figure 2 depicts the model and indicates the status of

the standards.

In summary, a significant amount of work on developing

biometrics standards is well under way. The BMO must

encourage and facilitate interoperability.With this goal in

mind, DoD Biometrics Standards Development Recommended

Approach represents a solid starting point for DoD’s com-

prehensive, coordinated approach to DoD use of biomet-

rics. Going forward, the BMO hopes that this approach

will serve as a framework for biometrics standards in DoD

and receive consideration from other U.S. federal agencies

in their implementation of biometric technology. Ideally,

U.S. government agencies should work together for a col-

laborative U.S. government strategic approach, leveraging

the resources of participating agencies in the spirit of co-

operation.This cooperation not only will advance the de-

velopment of the necessary standards, but will accelerate

the establishment of an environment of interoperability.

Acknowledgment:The author thanks Mr. Donald Waymire and Dr.

Ramy Guirguis, contractors supporting the BMO, for their invaluable

assistance in drafting this article.The members of the BMO Standards

Working Group also deserve praise for their dedicated efforts.The au-

thor also thanks Mr. Fernando Podio of NIST for his contribution to

this article and for his continued support to the BMO Standards

Working Group.

About the Author

John Woodward Jr. is the director of the DoD Biometrics
Management Office. The BMO leads, consolidates, and coordi-
nates the development and adoption of biometric technologies
within DoD; it also tests and evaluates biometric technologies at
its Biometrics Fusion Center. Mr. Woodward has testified about
biometrics before Congress, the Commission on Online Child
Protection, and the Virginia State Crime Commission. His
numerous publications on the subject include Biometrics:
Identity Assurance in the Information Age (McGraw-Hill, 2003).�

FIGURE 2. Conceptual Model of Biometrics Standards

Biometrics Application
Profile

Biometrics Application
Program Interface

Biometrics Data Format



dsp.dla.mil 67

About DoD Biometrics

In wartime, DoD’s dependence on information as a tactical and strategic asset requires DoD to carefully control its net-

works and information systems. From logistics flows to intelligence on enemy forces, DoD depends on confining access to

its data to authorized personnel. This need for access control is also critical at the special operations and weapon system

level, where, for example, a U.S. military operative deep in enemy territory must quickly and securely communicate action-

able intelligence back to other units.

Access control issues are important to the peacetime DoD because improving the efficiency of operations, including con-

trolling access to installations, facilities, computer systems, and networks, depends on fast and accurate identification. DoD

also operates a vast set of human resource services involving health care, retiree and dependent benefits, and troop sup-

port services. These services create the need for identity assurance to prevent fraud and abuse.

Congress, the White House, and DoD leadership recognize that biometrics, or automatic recognition of a person using dis-

tinguishing traits, can be an enabling technology to provide better security through identity assurance.

Biometric systems take identity assurance beyond the basic “something you have” (e.g., a token badge) and “something

you know” (e.g., user name and password), to “something you are”—a biometric. Biometric-based identity assurance sys-

tems rely on physical or behavioral characteristics—such as fingerprints, hand geometry, iris patterns, or signature verifi-

cation—that are distinctive to individuals and can be measured to ensure that a person’s identity is accurately determined.

The association between an individual and a “trusted identity” is the foundation for identity management. A trusted identity

is something that proves beyond a doubt that you are who you say you are (your identity has been “vetted”) and that an-

other person cannot “assume” your identity or masquerade as you (your identity has been “fixed”). Identity management is

the process that creates and maintains the use of trusted identity.

With the vetting and fixing of a trusted identity, identity management can be further associated with a set of assigned per-

missions and access rights. Before the information age, DoD faced its greatest identity challenge in the area of physical ac-

cess control. However, the exponential growth and use of information technology throughout DoD has dramatically

increased the security challenge for logical access control, of which trusted identity is essential.

No one is more aware of this challenge than Army CIO LTG Steven Boutelle, who has oversight responsibility for DoD bio-

metrics. Borrowing from the Army slogan, LTG Boutelle seeks to make biometrics “ready and relevant” for DoD. He empha-

sized his guidance in his presentation to the September 2003 Biometric Consortium Conference: “Introducing biometric

technologies into the DoD is not enough—they must be part of an integrated, interoperable, DoD-wide enterprise solution,

in coordination with other U.S. Government initiatives.”

At the same conference, LTG Boutelle also made clear his view that standards development work should be one of the

BMO’s highest priorities. Without comprehensive standards in place, DoD runs the risk of creating insular, fragmented, and

expensive biometric “fiefdoms” that will not be able to share data or communicate with one another. Such an approach is

bad for DoD and a detriment to national security.
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Marine Corps AAAV is one of the programs using evaporative spray cooling.
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Evaporative Spray Cooling 
for Electronic Assemblies 

and Systems
By Glenn Benninger and Jason Christensen

Introduction

Although manufacturers have made great strides in reducing the power consumption of electronic devices, comput-
ers and many other densely packaged electronic items still produce enough heat to destroy themselves if the heat is
not removed. Recent advancements in low-power, low-voltage designs open the door to substantial performance
improvements, but those same designs are accompanied by greatly increased circuit density.The resulting overall sys-
tem does a lot more, but also dissipates as much power as ever, sometimes even more.This growing thermal manage-
ment problem has led to the development of many innovative cooling approaches, one of which is evaporative spray
cooling.

Evaporative spray cooling uses some sort of cooling fluid, sprayed via nozzles, plates, or caps, onto components to
remove heat.When the spray mist evaporates, it carries away the heat. Several commercial and military applications
employ evaporative spray cooling to solve difficult heat problems. In this article, we present an overview of cooling
systems, compare evaporative spray cooling with traditional cooling approaches, and offer several insights into the use
of evaporative spray-cooling designs.

An Overview of Cooling Systems

Many consumer applications (including TVs and stereos) almost neglect thermal issues except for power-dissipating
parts, such as power transistors and diodes.These parts are simply attached to a sufficiently large heat sink, and natural
convection currents take care of the rest.

Personal computers use fans to force an air convection current through the electronics enclosure to cool the hotter
components. Fans are essential because the processors and power supplies in the relatively small enclosures are too
power-dense to rely on natural convection airflow. Reliability concerns also demand that the million-transistor
devices in PCs operate as cool as possible, otherwise customers probably would need to replace their equipment
every few weeks. Even though water-cooled aftermarket add-ons for top-of-the-line PCs are now available, they
have yet to supplant the basic fan. In fact, some of the newer PCs now require several fans—one or two for the
power supply, one for the case, one for each central processor, and one for the graphics processor.

Military systems operating in harsh environments with high operating temperatures have used fans for many years,
but even those systems are beginning to employ more innovative cooling approaches. Power density is stretching air-
based cooling past its limits.

Airplane and shipboard systems have long employed liquid cooling techniques.As an example, chilled water cabi-
nets have been used for years on ships.They use conduction-cooled electronic boards that move the dissipated heat
out via metal frames, cold plates, and heat pipes, rather than via air movements over the boards.The ship provides a
chilled water source that is plumbed through large electronics enclosures and returned to the chiller for heat
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removal. High-power dissipation
devices such as traveling wave tubes
in radar systems and rectifiers in large
power microwave transmitters use
similar cooling devices.

Alternatively, Cray Computer makes
use of evaporative spray in the new
Cray X1.This massive parallel proces-
sor incorporates specially designed
spray assemblies into integral multi-
chip processing modules. Each mod-
ule is made up of eight processors,
and the system has dozens of mod-
ules. Other parts of the system are
cooled differently, using both liquid
flow-through and air cooling.

The military is investigating the use
of evaporative spray in several differ-
ent platforms, including the Navy’s
EA-6B electronic warfare aircraft; the
Marine Corps’Advanced Amphibious
Assault Vehicle (AAAV); the Air
Force’s U-2 reconnaissance plane,
F-16 fighter, and Global Hawk
unmanned aerial vehicle; and the
Army’s Crusader mobile artillery
vehicle.Although evaporative spray
cooling is being incorporated into
select applications across the military,
it is far from a universal cure-all. It is
primarily being used in system boxes
that are unable to be cooled by other
means.

Comparing Traditional Cooling 
to Evaporative Spray Cooling

At the Naval Surface Warfare Center
in Crane, IN, we have been working
with many types of cooling ap-
proaches in different enclosures for
several years. Most recently, we have
been working to engineer and apply
evaporative spray cooling to a variety

of systems.Although evaporative
spray cooling shows great promise,
traditional air cooling still has consid-
erable merit, as the following discus-
sion shows.

COST

Air-based cooling is typically much
less expensive than evaporative sprays.
More enclosures are designed around
air cooling, and fans are typically not
very expensive. Evaporative spray-
cooling enclosures cost significantly
more, while the requisite pumps,
atomizers, nozzles, and plumbing add
costs and complexity to the overall
design.The extra maintenance issues
with evaporative spray hardware also
tend to increase costs. Evaporative
spray cooling, and other novel cooling
approaches, may enable use of lower-
cost commercial circuit boards in an
otherwise harsh environment, which
could offset some of the added cost of
integration and cooling hardware.

RELIABILITY

A fan failure on an air-cooled enclo-
sure can often be tolerated, especially
if the system has built-in redundancy.
However, the higher operating tem-
peratures of dense, heat-generating
components in air-cooled designs
may lower overall system reliability.
Evaporative spray-cooled system
pumps tend to be as reliable as fans,
but a pump failure could be cata-
strophic if redundancy or adequate
controls and “fail-safes” haven’t been
incorporated into the design. Evapor-
ative spray cooling of dense, heat-
generating components tends to
lower operating temperatures on the
hottest parts, which may boost overall
system reliability. In some evaporative
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spray-cooled systems, the temperature
is about the same throughout (an
isothermal design), which has led to
much debate about whether this phe-
nomenon helps or hurts system relia-
bility (some low-power parts actually
run hotter than in a comparable air-
cooled system).

MAINTENANCE

Maintenance of air-cooled designs is
very straightforward and familiar to
most technicians.They have no fluids
to drain, plumbing to unhook, or
seals to check. Evaporative spray-
cooling designs add extra steps to sys-
tem maintenance procedures.The
improved reliability and environmen-
tal isolation of evaporative spray-
cooled designs could offset their
added maintenance needs, since the
fluid helps keep internal components
cleaner and cooler (leading to less
corrosion, contamination, and operat-
ing failures). Many engineers have
concluded that repairs to evaporative
spray-cooling equipment must be
performed only at well-equipped
depots.

PERFORMANCE

Air-cooled systems have a much
lower total heat capacity than evapo-
rative spray-cooled systems of the
same size.Although additional space
must be devoted to a heat exchanger
in an evaporative spray-cooled

design, the exchanger may be located
separately from the functional system,
allowing for some flexibility.This fea-
ture may be considered a benefit of
evaporative spray-cooled designs
because the collected heat is trans-
ferred to a remote location. In air-
cooled designs, the system produces 

local area heating, which could put
additional strain on area air condi-
tioning.This effect is often not con-
sidered when calculating the overall
space needs of air-cooled designs.
Evaporative spray-cooled systems can
be environmentally isolated easier
than air-cooled designs, which may
permit their use in severe operating
conditions without much change.
Air-cooled designs, because they
draw in large quantities of external
air, cannot be used in hot, dirty, or
water-soaked areas without careful
adaptation to deal with the poor
quality intake air. In contrast, an
evaporative spray-cooled system
could potentially be used in a com-
plete vacuum, such as outer space.

Evaporative Spray-Cooling Design
Steps in a Nutshell

From our experiences with various
cooling systems, we offer several
insights into the use of evaporative
spray-cooling designs:

❚ Decide if it fits the application. Air
cooling is easier and cheaper, so

Programs using evaporative spray cooling include the
Navy EA-6B Prowler, the Air Force F-16, and the Army
Crusader follow-on among others.



DSP JOURNAL April/June 200472

expending some effort to see if
the system design can be changed
to make use of air is preferable to
plunging into a spray-cooling
design. Only the most power-
dense applications demand pow-
erful cooling approaches, so make
sure the system design requires
the power density. Spray cooling
can be made to work for most
designs, but why spend the extra
money if it isn’t needed?

❚ Formulate an approach that works.
The electronics to be cooled
should be made ready for spray
cooling, as much as the spray-
cooling hardware must fit the
electronics. Consider a blended
approach, such as using air for
less dense parts of the system and
applying evaporative spray only
where needed.

❚ Allow for a sizable learning curve.
Many aspects of evaporative spray
cooling are not intuitive.They
include how spray patterns and
electronics board layout interact,
the way pumps work under vari-
ous configurations and condi-
tions, and the collection and han-
dling of the fluid inside and out
of the system.

❚ Keep safety in mind. The specialty
fluids used in evaporative spray
cooling often have unusual char-
acteristics—some are beneficial,
but others pose concerns. Make
sure these fluids meet all environ-
mental requirements and won’t
create a hazard if and when they
degrade, age, burn, or leak.

❚ Design the chassis carefully. Chassis
designs must contain the cooling
fluids and vapors; allow access for

maintenance, including the
adding and draining of fluid; and
house the needed plumbing,
pumping and filtering hardware,
safety pressure relief valve, and
system electronics.

❚ Plan for the added weight, size, and
costs. The evaporative spray hard-
ware frequently adds weight,
requires more space, and costs
more than other alternatives, so
plan accordingly. Save wherever
possible by a total-system
approach that melds spray-cool-
ing hardware with the electronics
and their support hardware.
Strive to make components do
double duty.

❚ Select the most appropriate fluid.
Operating conditions and heat-
flux requirements figure heavily
in the selection of the fluid, but
other factors such as safety, han-
dling, maintenance, and material
interactions and compatibility
also must be considered.

❚ Decide how to handle the fluid circu-
lation. Determine how many
spray nozzles, plates, or caps are
required, and size the pumps and
filters accordingly. Minimizing
the number of spray nozzles and
plumbing is essential to control-
ling the size, weight, and cost of
the system.The vapor and fluid
must be collected in a sump or
reservoir after it has been sprayed,
but an elegantly designed system
can minimize the effects of this
feature.

❚ Determine how much heat will be
collected and where it will go. Heat
exchangers can be separate from
the electronics enclosure, inte-

grated into or onto it, or the
chassis itself could act as the heat
sink.Account for the plumbing
and fluid handling required if the
heat exchanger is located exter-
nal to the main chassis.

Summary

Many options exist for cooling elec-
tronic equipment. Some are more
effective, others require less space,
while still others are less costly.As we
outlined above, the use of evaporative
spray cooling has several benefits, but
it also presents many design and
engineering challenges. Hopefully,
the issues we raised in this article will
help military designers decide
whether evaporative spray cooling is
right for their systems.
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other medical supplies trail the pack at
about 1 percent commonality across
services.

In meeting combatant command
requirements, each service purchases its
initial outfitting of supplies and equip-
ment to make a functional unit.To pro-
vide the precise resources to meet the
need, each military department employs
a unique, service-centric process to pre-
dict the requirement for their platforms.
For instance, the Navy has a three-step
clinical review approved by a line-type
commander, while the Air Force process
calls for an 11-step procedure with
approval by the surgeon general.

No joint review occurs to maximize
standardization. In fact, no organization
is responsible for the entire supply
chain. Because initial outfitting is a ser-
vice responsibility covered by Title X,
the military departments are not
required to collaborate on the Class
VIIIa items contained in their sets, kits,
and outfits.Also, service reviews don’t
require a joint evaluation of medical
materiel.All contingency requirements
sent to the Defense Supply Center
Philadelphia are processed for contract-
ing.The result? Only 32 percent of
items ordered during recent operations
(OEF/OIF) are contained in the
RMA/MCF database.

These factors result in medical assem-
blages that vary widely and have low
commonality. In addition, the time from
item identification to procurement is
lengthy, and many of the items are not
requested until unit deployment. Couple

Operations in Afghanistan and Iraq have
pointed out inefficiencies and misper-
ceptions about DoD’s ability to provide
medical supplies—Class VIIIa materiel—
during conflicts.The inability to accu-
rately predict requirements for Class
VIIIa items has resulted in some items
being unavailable and others being read-
ily available in the inventory but
remaining untouched. Some will point
to decreased warehouse inventories and
the commercially based system of man-
ufacturers and distributors (prime ven-
dors) as the source of the problem.Yet
during the recent conflicts, prime ven-
dors have been a strength, not a weak-
ness.

I believe that the problem stems
largely from the lack of standardization,
or commonality. Commonality is an
indicator of the extent to which the
services use the same item—the degree
of “jointness.”As commonality increases,
the variability of medical items ordered
through the Class VIII system decreases.
Moreover, increasing commonality will
increase efficiency and responsiveness by
keeping down the number of contracts
maintained and the amount of line

items processed through the supply
chain.

Today, medical materiel standardization
is low.Although the services treat
patients for the same illnesses and
injuries, only 4 percent of Class VIIIa
items are used by all branches of the
military.Why? The services use unique
processes, and DoD-wide standardization
systems are ineffective.

The Readiness Management Appli-
cation (RMA), a database for classifying
sustainment requirements, is one tool
for measuring Class VIIIa requirements
and comparing commonality across the
services.As Table 1 shows, of the 9,492
national stock number (NSN) items in
the Medical Contingency File (MCF) of
the RMA, a full 67 percent are service
unique.

Of the 390 NSN items used by all
four services, the level of commonality
varies depending on the federal supply
service category.Table 2 shows a higher
rate of commonality in dental products
(9 percent) and pharmaceuticals (9 per-
cent), while nonmedical supplies and

TABLE 1. RMA/MCF NSN Items, by Level of Commonality (as of May 2003)

Level of commonality Number Distribution

Items unique to one service 6,315 67%

Items used by two services 1,732 18%

Items used by three services 1,055 11%

Items used by all four services 390 4%

Total 9,492 100%
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that with the fact that deploying clini-
cians are not the ones who established
the original requirements, and it’s simple
to see why there is a disconnect between
predicted requirements and actual use.

The solution is apparent but will
require transformation in organizational
relationships:

❚ DoD must establish an executive
agent for medical materiel.

❚ The executive agent must take
the lead in the requirements
process, establishing strong ties to
combatant commands and the
services, as well as using common
tools to predict requirements.

❚ The executive agent must devel-
op performance-based agree-
ments and standard metrics.

❚ The executive agent must devel-
op a fresh approach to war
reserve materiel, using technol-
ogy and best business practices.

Supply chain responsiveness depends
on the predictability of requirements
and the suppliers’ capability and capacity
to support them.Accurate prediction of
Class VIIIa requirements is critical in
acquiring and having ready the com-
modities needed to care for wartime
casualties, at the least cost and risk.
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TABLE 2. RMA/MCF NSN Items Used by All Services, by Category

Number of items Items used by all services
Total number used by all as a percentage of

Category of items services the total

Dental 890 76 9%

Laboratory 1,029 29 3%

Medical/surgical 3,806 126 3%

Nonmedical 1,267 15 1%

Other medical 891 13 1%

Pharmaceutical 1,512 130 9%

X-ray 97 2 2%

Total 9,492 390 4%
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n March 16, Lou Kratz, Assistant Deputy Under Secretary of Defense (Logistics Plans and 

Programs) and the DoD Standardization Executive, and Gregory Saunders, Director, Defense

Standardization Program Office, presented seven awards to recognize three teams and four individuals

whose standardization efforts demonstrably promoted interoperability, reduced total ownership cost, or

improved readiness. ❚ The 2003 Distinguished Achievement Award, which includes an engraved crystal

Pentagon, went to the members of the Joint Strike Fighter (JSF) Program,Air Vehicle Directorate,Weapons

Integration Integrated Product Team (IPT).The members of this team were David Prater, Navy; Charles

Wagner, Navy; John Brady, Air Force; Mark Jones, United Kingdom; and John Fahnestock, Navy. ❚

Through its persistent drive toward commonality, the JSF Weapons Integration IPT reduced the complex-

ity of the design, cost of development, and scope of certification required for the JSF Program.With more

than 50 different weapons designated for use on the Joint Strike Fighter, testing for certification of their

many variations was a huge and costly undertaking. Certification of all possible weapons stores configura-

tions between services was clearly not achievable.To reduce risk and complexity, generate substantial cost

savings, and build in long-term interoperability, the IPT methodically scrubbed the baseline weapons list

to balance capability against cost. In particular, the team looked for service-common weapons solutions. ❚

The IPT developed a Joint Service Store Certification Guide and significantly reduced unique weapon

requirements. For example, it identified a common bomb and a common fuzing system.The team’s efforts

resulted in a cost avoidance of nearly $1.2 billion.The reduction of the number of targeted configurations

to only those that were most relevant and used by more than one military service enhanced interoperabil-

ity and decreased the overall scope and complexity of JSF store certification, while also substantially

increasing warfighter combat capability.

2003AwardsDefense Standardization Program

The 2003 DSP award winners demonstrated that concerted standardization efforts can
result in substantial savings as well as improved readiness.

O
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Pictured above are Greg Saunders, DSPO Director, and winners of the 2003
Distinguished Achievement Award: Mark Jones, David Prater, John Brady,
John Fahnestock, and Charles Wagner.

The six other winners were as follows:

❚ A team—with representatives from the TRI-SERVICE INTERACTIVE ELECTRONIC
TECHNICAL MANUAL TECHNOLOGY WORKING GROUP, the AIRCRAFT INDUSTRIES
ASSOCIATION, and defense contractors (Joseph Fuller, Navy; Steve Holloway, Air
Force; Eric Jorgensen, Navy; Hervé LeBoeuf, Ph.D., IEM Technologies, Inc.;
Dennis Raitz, AIA)—worked with European counterparts to expand a
European aeronautical specification, S1000D, into an international specifi-
cation that meets all user requirements. Warfighters rely on IETMs to
maintain weapons systems. S1000D will enable the United States and its
allies to view and access technical data in a common format improving
interoperability.The team identified technical shortfalls, developed techni-
cal solutions, and incorporated important aspects of many related military
standards into S1000D. Programs that use the standard, rather than propri-
etary IETMs, should see significant savings in total ownership costs. The
new specification will also enable more competitive sourcing and follow-
on contracts for technical data. The project produced an AIA–European
Aerospace Industry Association agreement for the continued support and
further development of S1000D.This will cut DoD’s support cost because
industry will maintain the specification over its life cycle, while providing
full liaison with U.S. defense customers.

❚ A NAVY TEAM (Evangelos Karagiorgis, Diane Jones, Elaine Chandler, Art
Peterson, Stephen Froelich) worked with 10 naval surface, subsurface, and
airborne programs to standardize commercial off-the-shelf hardware and
architectures for the AN/UYQ-70(V)—the Navy’ s newest generation of
display and processor systems for use with combat systems. The team
looked at standard processors, graphics, network interfaces, storage devices,
and advanced operating systems.The solution, a flexible, open-ended com-
puter architecture standard used in commercial, industrial, and military
applications worldwide, will ensure interoperability within the battle
group, compatibility within ship installations, and improved combat system
readiness for the fleet. The team identified and incorporated the design
changes needed to satisfactorily complete all qualification testing, while
allowing for progressive development and fielding of new warfighting
capabilities. Customer involvement and a rigorous development and test
process ensured the delivery of a robust, well-received set of products.The
team’s solution increased system performance 5-to-1 over legacy products.
By using a standard processor architecture to upgrade aging, obsolete, and
high-maintenance equipment, the team reduced the total ownership cost
of all 10 participating programs, resulting in an estimated recurring cost
avoidance of $10 million over 2 years.

❚ Clem Huckins of MITRE CORPORATION, led a diverse international team devel-
oping NATO Standardization Agreement 4607. STANAG 4607 provides a
common format for disseminating radar data, enabling interoperability of
U.S. and NATO air-, space-, and ground-based systems. Radar data are crit-

’03AwardsDefense Standardization Program

Pictured above are members of the team that expanded
the IETM specification S1000D. Left to right: Greg
Saunders; Lou Kratz, Assistant Deputy Under Secretary
of Defense; Joseph Fuller; Dennis Raitz; Eric Jorgensen;
Jon Buresh, Boeing; Hervé LeBoeuf; Steve Holloway;
Nicholas Kunesh, Navy Standardization Executive; F.
Joseph Garner, NSWCCD; Jeffrey Allan, Navy
Departmental Standardization Officer; and Howell Mei,
IEM Technologies, Inc.

A Navy team standardized COTS hardware for the
AN/UYQ-70(V). Left to right: Greg Saunders; Lou Kratz;
Evangelos Karagiorgis; Diane Jones; Joe Misanin,
Processors and Displays Program Office; Elaine
Chandler; Glen Johnson, Lockheed Martin; Beverly
Hobbs; Stephen Froelich; Mike Frick, Command and
Control Directorate; Nicholas Kunesh; and Jeffrey Allan.

Clem Huckins shows his plaque for the work he did on
NATO STANAG 4607. Shown left to right are Greg
Saunders; Lou Kratz; Clem Huckins; James Engle, Air
Force Standardization Executive; and John Heliotis, Air
Force Departmental Standardization Officer.
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ical for battle management and situational awareness. Problems arise when
systems are not interoperable, which is the case for many weapons systems.
The lack of interoperability is a major impediment to full integration of coali-
tion forces. Mr. Huckins’s team surveyed existing standards and adopted the
best features into a new common format providing a universal standard for
legacy and future systems.The resulting agreement will reduce the prolifera-
tion of unique “stovepiped” systems, enable increased efficiency and interop-
erability between systems, and provide a basis for the development of an
advanced (XML) version of the data format. Mr. Huckins was key to resolv-
ing the conflicting needs of different systems, determining which parameters
were common and which were essential, predicting the requirements of
future and evolving systems, and adequately addressing those needs.

❚ Alfredo Berard, AIR FORCE, led an international team in developing a standard
data-recording format that will provide uniform flight test data at all training
ranges using airborne solid-state recording equipment. Recent testing
requirements for advanced weapons had exceeded the capabilities of available
test data tape recorders. Mr. Berard recognized that solid-state technology,
capable of multiplexing high-rate streams of data, could solve the problem and
meet the higher performance requirements. Mr. Berard’s team developed
hardware technical specifications and a new standard format for recording
data.The standard,published in Inter-Range Instrumentation Group Standard
106 Chapter 10, will save millions of dollars by reducing the proliferation of
contractor-specific systems with proprietary software and license fees.
Standard compliant recorders are in use at several testing locations. Those
locations have already realized cost savings of $750,000.The savings can be
attributed to a wider supplier base, resulting in increased competition and
lower life-cycle cost, and to a tenfold increase in mean time between failures.
In addition, those locations have seen improved interoperability, operational
readiness, and efficiency, as well as higher customer satisfaction.

❚ Kenneth Henz of the DEFENSE LOGISTICS AGENCY reengineered the Petroleum
Quality Information System database, used by the Defense Energy Support
Center, into a fully automated data processing system. DESC can now use
PQIS to gather and disseminate standardized quality control data and to track
trends in petroleum quality data for all DoD major fuel purchases.As a result,
DoD has a single database that contains a complete quality history of all bulk
fuel procurements worldwide. DESC is working with the petroleum indus-
try to develop a single standard, based on the new system, for exchanging
petroleum quality data. In the past, the services had multiple small labor-
intensive fuel quality databases with incomplete and inaccurate data that
afforded limited data access and had minimal analytical capability.The new
system is complete, accurate, flexible, and nearly paperless, with rapid data
access and excellent decision support and analysis capabilities.When the Navy
required a low sulfur fuel for marine use in Europe, analysis of data in the sys-
tem enabled the Navy to avoid $20 million in fuel and transportation costs.

❚ James Byrd, AIR FORCE, led the effort to develop revision D to MIL-STD-
1760, which provides for interoperability of weapons across a variety of air-
craft. He also updated MIL-HDBK-1760, which provides background infor-
mation to facilitate implementation of the standard. Publication involved
extensive negotiation and coordination among the military services, Society
of Automotive Engineers, aerospace contractors, the British Ministry of
Defense, and NATO.Thanks to MIL-STD-1760D, new air-to-ground stores
use the same connector and signal set and most of the same aircraft software,
lowering costs and improving interoperability through a standard weapon
electrical interface.The first generation of smart weapons used unique inter-
faces and, therefore, required extensive aircraft design changes for compatibil-
ity.The Air Force expects to spend approximately $2 billion over the next 10
years on weapon integration.Availability of this standard, with the consensus
support of the three services and industry, will substantially reduce costs and
increase capabilities.

Alfredo Berard is congratulated by Greg Saunders and
Lou Kratz for developing a standardized data-recording
format. Joining him are Lorin Klein, Eglin Air Force Base;
James Engle; and John Heliotis.

Pictured above are DLA winners led by Kenneth Henz
accepting the award from Greg Saunders and Lou Kratz.
Also pictured are Pamela Serino, Product Technology and
Standardization Division; Mark Iden, Bulk Fuels; William
Lee, DLA Departmental Standardization Officer; and
Christine Metz, DLA Standardization Executive.

James Byrd receives his plaque from Greg Saunders and
Lou Kratz. With Mr. Byrd are John Geise, Avionics
Engineering Division; James Engle; and John Heliotis.
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August 16–17, 2004, Ottawa,
Ontario, Canada
53rd Annual Standards Engineering
Society Conference—“Standards
Without Borders: New Times, New
Approaches”

The 2004 Standards Engineering
Society conference will focus on how
market globalization and new geopo-
litical alignments are blurring national
and regional attitudes about standards.
Recently approved NATO guidance
on using non-government standards
reflects this changing attitude about
“borderless” standards by directing
that the selection of standards in
NATO should “lay with their open
availability, accessibility, effectiveness,
relevance, market acceptance and
technical excellence and not with
their region of origin and/or their de-
velopment process.” The SES confer-
ence will be looking at a wide variety
of broad topics of interest to DoD and
the defense industry, including alter-
native funding strategies for standards
development, the pros and cons of tra-
ditional versus consortia standards, the
efforts of the Aerospace Standards
Users Group, updates on standards
legal issues, and automation tools from
DoD, industry, and standards develop-
ers to help users in the selection and
application of standards. The confer-
ence will be held at the Crowne Plaza
Ottawa Hotel, in Ottawa, Ontario,
Canada. For more information or to
register, please go to www.ses-stan-
dards.org/conference.html.

August 29–September 2, 2004,
Norfolk, VA
SOLE 2004—“Future Logistics:The
Integrated Enterprise”

SOLE—The International Society
of Logistics—will hold its 39th An-

Upcoming Events and Information Events
nual International Conference and
Exhibition at the Marriott Waterside
in Norfolk,VA. For more information,
please visit www.sole.org/conference.
asp or call 301-459-8446.

October 13, 2004, Washington, DC
U.S. Celebration of World Standards
Day 2004

World Standards Day will be held at
the U.S. Chamber of Commerce, in
Washington, DC. The event will in-
clude a reception, exhibits, dinner, and
presentation of the Ronald H. Brown
Standards Leadership Award. The
Aerospace Industries Association is the
administrating organization for this
year’s event.

October 13, 2004, Washington, DC
ANSI Annual Conference

The American National Standards
Institute will hold its annual confer-
ence from 9 a.m. to 5 p.m. at the 
Marriot–Metro Center in Washing-
ton, DC. For more information, please
contact Pamela Suett at 212-642-4976
or e-mail her at psuett@ansi.org.

October 25–28, 2004, Houston, TX
DoD Maintenance Symposium and
Exhibition

SAE International will be hosting a
symposium to explore the latest devel-
opments in DoD weapons systems and
equipment maintenance, including
military and commercial maintenance
technologies, information systems, and
management processes. The sympo-
sium will be held at the Hilton Ameri-
cas and George R. Brown Convention
Center, Houston,TX. For more infor-
mation, please call 877-606-7323.

November 15–18, 2004, San Diego,
CA
36th International SAMPE Technical
Conference

The Society for the Advancement of
Material and Process Engineering will
hold its 36th conference at the Shera-
ton, San Diego Hotel and Marina, San
Diego, CA. For more information,
please visit www.sampe.org, call 626-
331-0616 ext. 610, or e-mail registra-
tion@sampe.org.

New Report Feature in
ASSIST-Online
A report on non-government stan-

dards (NGSs) adopted by DoD, for-
merly available only to a few systems
administrators, has now been moved
to the main menu in the left frame of
ASSIST-Online. The new menu
choice—NGS Adopted—brings up a
report of the number of NGSs
adopted by DoD, organized alphabeti-
cally by standards developing organi-
zation. The report indicates the
number of active and inactive adopted
NGSs, as well as the number of stan-
dards where DoD has withdrawn its
adoption. All of these numbers, in
turn, are hyperlinks. Clicking any of
them brings up a list of the documents
organized by document number.
Check it out next time you log on to
ASSIST-Online.
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People in the Standardization CommunityPeople

New DSPO Staff Member
Tim Koczanski recently joined the Defense Standardization Program Office (DSPO) as a program analyst. He is re-
sponsible for all public relations duties, including training, conference planning, and production and editing of the
Defense Standardization Program Journal.

Tim comes to DSPO with more than 12 years of public relations and marketing experience in both the private and
not-for-profit arenas. Most recently, he worked as a district manager for the American Red Cross. In that capacity, he
oversaw the day-to-day activities of mobilizing blood collection teams in the field, supervised a staff of account man-
agers, and was instrumental in acquiring new sponsor groups in the public and private sectors. He also ensured that
collection goals were met and that collections were distributed to area hospitals.

A new employee of the federal government,Tim is very excited about his new position and is looking forward to a
long tenure with DSPO.

Farewells
We bid farewell to several standardization personnel.We appreciate their contributions to the Defense
Standardization Program.

Reatha Artman retired from federal service. Reatha was an invaluable asset to the excellent customer service pro-
vided by the Aeronautical Systems Center/Air Force Research Laboratory Engineering Standards Office at Wright-
Patterson Air Force Base, Ohio.We will miss her professionalism and can-do attitude.We congratulate Reatha on her
retirement and wish her all the best.

Barbara Fox recently retired from the DLA Systems Integration Office after 36 years of dedicated federal service.
Her hard work and leadership contributed greatly to the Item Reduction Program.Thanks to Barbara’s knowledge,
expertise, and tireless efforts, the program has evolved from a paper, card-file-driven operation to an electronic online
process.We wish Barbara a happy, healthy retirement.

Janet Jaensch, who served as NAVSEA’s Command Standardization Executive for 2½ years, left that position to
become the director of the NAVSEA’s Small Business Innovative Research Program.We appreciate Janet’s efforts to
sustain the NAVSEA standardization program in spite of scarce funding, and wish her well in her new position.

Dottie McDowney left NAVSEA HQ to work closer to home. She served as NAVSEA’s Lead Standardization Ac-
tivity point of contact, responsible for ensuring the optimal degree of standardization in a federal supply group, class,
or standardization area. She was the focal point for NAVSEA’s specifications and standards.We will miss Dottie’s hard
work and positive attitude and wish her well in her new venture.

Patricia Pearce, a fuels engineer for the Air Force Research Laboratory at Wright-Patterson Air Force Base, Ohio,
is transitioning to a new job within the Laboratory after serving 15 years in support of the Defense Standardization
Program. She contributed significantly toward standardization in the defense and commercial fuel-related communi-
ties.We will miss Patricia’s professionalism and enthusiasm in meeting the warfighter’s needs and wish her much suc-
cess in her new endeavors.
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Upcoming Issues—
Call for Contributors
We are always seeking articles that relate to our
themes or other standardization topics. We invite
anyone involved in standardization—government
employees, military personnel, industry leaders,
members of academia, and others—to submit pro-
posed articles for use in the DSP Journal. Please let
us know if you would like to contribute.

Following are our themes for upcoming issues:

If you have ideas for articles or want more infor-
mation, contact the Editor, DSP Journal, J-307,
Defense Standardization Program Office, 8725 John
J. Kingman Road, Stop 6233, Fort Belvoir, VA
22060-6221 or e-mail DSP-Editor@dla.mil.

Our office reserves the right to modify or reject
any submission as deemed appropriate.We will be
glad to send out our editorial guidelines and work
with any author to get his or her material shaped
into an article.

Issue Theme Deadline for Articles

October–December 2004 Navy Standardization May 15, 2004

January–March 2005 Defense Laboratories August 15, 2004

April–June 2005 November 15, 2004

July–September 2005 Air Force Standardization February 15, 2005

Qualification & Conformity 
Assessment






